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Strategies to Enhance the Role of Cyber Insurance for the
Promotion of the Digital Economy

This report examines the current status and policy issues of cyber insurance in
Korea.

First, the introduction and expansion of mandates feature in the policies for
cyber insurance. They mainly focus on the damage relief. Korea's cyber risk
management system lacks the measures to reduce the cyber risk itself
fundamentally. We need to introduce the incentive schemes for the
encouragement of investment in the cyber security system. This will lower cyber
risk and premiums, which raise the takeup rates of cyber insurance.

Second, according to our household survey, most respondents do not know
about the sale of personal cyber insurance. Some of them have the willingness to
purchase. Currently, insurance companies sell individual cyber insurance products
only in the form of additional coverage. However, we find that there exist
demands for the stand-alone type.

Third, the government has promoted “Open Government Data” movement since
2013. It implemented several policies. However, no risk financing strategy exists.
In order to open public data more actively for data-driven innovation, we need
the risk financing system. If the private insurance companies do not provide the
coverage, the government should take the risk by itself. We suggest two

alternatives: group captive insurance and government-backed reinsurance pool.
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meE el

Y E Y A(FriendFinder o | B2 497 1,2009F He] 73] 5]Y9]
20164 119 .
Networks) MoIA K7} &&=
MRAFEFZ




33

T

3

]
(B -2) A&
Af0H HEQA| AfOLHE
BIH 4TS Bl of(River o [HerEmel s s mugom 1397 40008 A
City Media) 20179 3% | Jy0] =i} 02w
7H?_1Xéi‘?r% ]]}”E‘l‘—‘— ]'TI’EU
oAV Hjetol o] Featel Lol s A AgI=0] A
HEtelEVerizon) 015 79 | wjetolze] coog o] 4o n]3 1Ae] AQLYR
(REEEES o2
mTEa
of| = A(Equifax) o | FNHLZ 19 43005 F9] v]=<19] 17T
_ 2017 9¥ "
MAFRGE AJHEI} fEE
ok%(Yahoo) 201749 10 | e 20134 SO 719l 310) AR R
MRS E =T [ 3471 109 ®ol ofd 309 el Aos =
%H(Uber) o | SNFLE 57000t O] AT} 7|4
g 20179 1€ g
NAHER= NAFET}F 28
A= Heritage Foundation(2014, 2015, 2016, 2018)
2) AO|HHEHE| 744 L TSiL
tl= ARpARREBD!180] W2, Alo|HHE] 4= 9 Tl 19= ZF2} 2013 267
A A, 79 84 199k DEollA] 20174 3091 234 7, 149] 131 9wk g2 ZF71slik
(B M-3) 0= AO|HHZE 74 2 DAL
(9 A A, wigt =)
7= 2013 2014 2015 2016 2017 2]
A% 263 269 288 299 302 1,421
qu?H-ﬁ’-E 781 801 1,071 1,451 1,419 5,520
A}%: Federal Bureau of Investigation(2018)
AR ] A SHoA REER AR, 20179 7]|& uXF AseE guk 44
Ao 19E AA|ot¥ oH, tr2 o2 ARIAE F& 771 39 14 A, mjAjo] 24t

2933 A, 92 A I A9t 2wt A 59 0.2 YET

QIEHH UM} AulAe] Alng

18) Federal Bureau of Investigation(2018)

WA 519

19) 94714 Lok 7 9 Feitas v

o
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ah, skt Sl A S EE A n, vz oY Fshrt 69 73 64
v EE FEA 1918 AASEon], O 41§ AI7k 2] 1A 1jgt e, v
Aol 19] 44 19k Fe, £ApA17 0 7ulek e, QIR 9] 77 7l

2ol o) 208 ekt

H 1I-4) 20172 0= MOJHEHE RAE A 3 LjsHrL
(9] A 7, 9jet g2

&9 S8 22 | &9 S8 Ij3e
1 k] 84 1 H|Z YA o]uf| Y Zsf 676
2 AR = 31 2 A1 A7 211
3 4 25 3 |2 141
4 2R 23 4 FAA 97
5 Az AE 20 5 ARAE = 77

ZA| 302 ZA] 1,419

A7 Federal Bureau of Investigation(2018)

Lt AIHES AESER20

1) 7H2

ol7]o| A= Bl=9] AbolHE Y AJE-S EA13 Romanosky et al.(2017)9] Y-8 4
oA avfistarat gict.

Romanosky et al.(2017)9] Z4of| oJ5hd, n|=o] -9 HA| 202 F 2,000~3,000
7o) AJolHE 3 A}Eo] ZA|5F Ao g ===l wlehi] BE 22 gAlo g H3jAt
F2 Bl td AFQ 71 UF BotA, JF = 7180 ® T 7 B2
&, "AH Yo}, A zuol 37 & Aeste] EAskgi

to]E] 2] &3] NAICS] SERFF Filing Access System2D Q. & 2007 %€ 201797}t

200 2 AA AROIA =] diek 85~90%F AXSIAL YoB, $YRUR FRBE 25
9~309] &8 H= F(OECD 2017)

21) SERFF Filing Access System< 1990t NAIC7} BESAE A1l AAE H}l 20]5HA 3
7] 918 WE A2E

o
—



NS 365

Z]9] 18071 AIAFE Ay O 2 FEA513th22 Romanosky et al.(2017)9] ¥4 W&
7+ RuoAE GHel R @AAE FA0R st g,

2) g4

gH0] Z90] 200995 H 20164 Ato]o] 697 AES ThFoR BAslgid),
ofel Ho= 8. BACoverage) BTt A9 (Exclusion) ThAFe] @750 Qe 2!
B0 o] mret 2915 WA A9 107 FZ5 2451 o Sl 2 )
9ol AR Tl ul 8o ZH BRE 4-0] By Haslo] Aol A9 of
A0] A9l WA i AW 1912 AASHAL.

E 1I-5) 0= MOHES 4F9 F2 BN HMAthy

ZQ HZE{Coverage) CiA ZQ H|2|(Exclusion) CHAF
H L Al7lsie imi
1. BJAFRI O] (Cost of Claims Expenses) 1. X.Ci = A9 (Criminal or Fraudulent
H =0 . .
2. AAZ TS| (Public Relations Services) 2. -T——[—«.](Neghgent Disregard for Computer
Security)
3. Ex]8]8(Notifications to Affected 3. A3} A|AE] QA= 0 2 915t £4(Loss to
Individuals) System Not Owned)
AFS A 8] A8]-&- i
4. }-,— 1 1 AH]-E(Services to Affected 4 AAPFSBodily Injury)
Individuals)
5. glo]EEH]-&(Data Restoration) 5. A2FA} vljAF A (Contractual Liability)
7Y
6. 939144 Business Income Loss) 6. 918, AA(Act of Terrorism, War, Military
Action)
7. IskeAH]-E(Forensics) 7. AR A H(Act of God)
. gulo 2 o5} x]E< i
8. dulo g JEM(Data Extortion 8. A A AR EUHIP Thefo)
Expense)

9. A EQlF(Seizure or Destruction of Systems

9. H|o]e]<&Al(Data Loss) by Government)

10. T)S}H1-&(Cost of Damages) 10. Fine.s, l?enalties, Fees from affected
institutions

A} Romanosky et al.(2017)

22) AolHHY HES NAICY HBAE ERoN WibhgARY, ARYRYRY 5
o = g



s 201821

Romanosky et al. 2017} S0 I8l FF o4 e & 7HAS AFsteck
A, AY ool AR, AT, WEL 59 golt AFuo] ot =B
vkl 7]7]', 2, 7]ek 0T 7)7]" 5ol s obel eio] gick. olefat gols
of ARE, ALY, YEHL 59 7IE Aol EFE AL BYRAE B8
s, et 5 BAVE D 4 ik

S, 1T Qmeke] 5 ATo] Z71EA 27 HSNE F74e Ao elgs,
olat 22 WsHe] B ot F8 ol47} B R0z ogsterk

3) 284A

ofE|7} S-25] FA = o] UA| Al FHsH

84 WO AS A 885 ARtk A9 a7 oH, tiurt 977
o] ARE &5ttt W1k 9 Qo= Computer Security Institute Computer
Crime and Security SurveylY} Hartford Steam Boiler Inspection and Insurance
Company(°]3} ‘HSB'©]g} dh/Ponemon Survey 52 531, AE9] ALo=
HSB/Ponemon Survey I+= Graziado Business Review 52 1519t R = ==
o sl 8-&2 AFIFTHAL 3 A9k QUL FA7IFY dEE 3¢
T AU

884 lojA k=7t A HlolE (Claim Data)= ARE-SHA] gb=H, 7L o]
= F 39Xt A9 AFARIZE QIS17] dlzolth. tijte 2 A7A] v Y 1Y 5
FAF BAE0] &4 HolHE AMESH = Fh

Romanosky et al.(2017)2] 2410 2J5t, ml= Afo|HEY &0 3 8AAl= 2

Al Al 7HA 2 5T 5=t AR, &A 3E(Flat Rate Pricing), E4, 7| 23&+H 4}

o
N
i

R

o,

)

=

1

ot

S QlAFA|4>(Base Rate with Modifications), A%, AEEQF AMe]| =71 Q&



CENE 37

(Information Security Pricing)2, X HAA7} 7} &35t o)1, A A7} 7
e Fefe] 84| Aol
96719] 4= 7Hdl A AR 5 8 EAAE AMEot=E AE2 BF 319 T

WA R 3170, Al A FE2 347 A

71 S E A Q] o= Insurance Services Organization(ISO)olA] 7]28}t CyberOne
&Y aEA Al

ofef Foll= HATHE} 107 EEol1, A7 e 18 2Ql Ao dde s
A7 A A =] it B 8-80] 9ol Wkt HE] AT QloH HIARE
At 4= Qlrk Wkl A o] 242 il 95718 AAeE &85ttt

o)

E I-6) Oi= MOHES &FQ| HAUQE Al

ge = 4= [ oed | dewl [ wEe

AFH 54 0.20% $49,800 $99.60 | RE=9]35% $153
YEQF HAS =

WA} ] 0.17% $86,100 $147.23 | H3R] 35% $227

F ) A XA
2 B oA Ao A3 X HEE — B E/0.65
3) B 109 29, A7EEE2 19 2
A}Z: Romanosky et al.(2017)

5 9] 8244 Aol 941 7199 T o)t it me] uel /1R B YR
Aglch. 1 the RASHE, 47| 5eha] T, S5 719e] £ ARI0] e

N

}_

a2

2

BYR7l 2YE BARET £ 248, Te3 A |RTEe ess nia
oItk 4119) Aol Al el 93wl net Bel=o) 7o) 9k o] B
Wi 7|3 Y] BARIEY QA% i UASE FolA 24t it

Hs|Are] AT Af=ol| /AT Aol digt igeet Aol gle AC= Hot

oo

4>
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oFA 7 A= AR Azl ZA] Y/ LAASTH AFEEE A 2A]

rlr
72
i)

ohe B whE T} AP o] G | ER R Ao]ch

(B 1I-7) Oj= AMOIHES JF2| 7|22%= Al

NEO)
(&) g2
OfEH At 7|12 R=

1,0005F o]&} 1,913.91

1,0009+~2,000%F 2,602.92

2,0009H~5,0005t 3,502.46

5,0009~19 5,224.98

(Al @]
(&) g2
Nilere] JI2QE NLEE =)

19} o]} 5,000 25,000
19~2.59 7,000 25,000
2.59~59] 8,500 50,000
52]~109] 11,000 100,000
109~259 14,000 150,000
259~509] 16,500 250,000
5091~1009] 20,000 250,000
1009}~2509] 26,000 500,000
2509}~500% 35,000 500,000
5002}~7509] 41, 000 1,000,000
75099~1,000% 45,000 1,000,000

Z}&: Romanosky et al.(2017)



EENERS 30

O B HARIE 9 o]y B HARMEY QA Aot 7| EHY g
of 2FATE w5t HH Ed=7F 7RHE.
(E II-8) OI= AfO|HE HYHQA A QL/RIAIS At
[E&THe 2 Q1Y/ 2 IA]
(&9): &=
2dete Qlaf/eeA
509t 0.809
1009t 1.000
2009t 1.132
3009t 1.245
4009 1.371
5001t 1.405
[H-0[ 2 Q1/ER]
= ESEAY == [0 A
9}% | Very Favorable 0.75 0.85
t Favorable 0.90 0.99
Average 1.00 1.00
Slightly Unfavorable 1.01 1.15
Materially Unfavorable 1.16 1.25
| Very Unfavorable 1.26 1.40
E%F | Extremely Unfavorable 1.41 1.70

A} Romanosky et al.(2017)
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o}

]

o

L 9 B 9 L AL Aol ElA Ho] SApAE TR

5 ol AREE AL Sl
(B [1-9) 0= MOIHES JFO| M 2A /A A
(A @
= iyl Qled/elA
AN 25 |3, B Ad AR 0.85
THE 2% |oIUA. AHEIHE, 52 1.00
IAY IF [Hlole, FRYA, A, FFEok 1.20
(A @]
= W1 BRte e
A 15 2370 AR B 5]
938 1% THEI AAHE Bf =
191¥ 2§ it o] I B 2xr
(AL @)

T LS kd/atelrs
A1 BR ARE=OX A B Pu 0.804
A2 A9 FgAS JE BRAE A S = v HR) 1.000
e Ea A AR AN S B 1.497
22 4 A0 WA HE PO B 1.905

Z}&: Romanosky et al.(2017)



Cf) FEEQH HEf 718 Q8

HHQ
AAZ Af2AE 71 2
QUA/EAAS ALI7H Sick,

B
¥,
rx

ol

A T A/ ERAAS olQfel F7tz HEERL FHE v
FEO] faA Al o2l ol AHER} AJH

CENC A

o

o
=

=3l

r

(H IM-10) 0= MOIHES &EQ| YHEHOMME] 22 Q1M/AQA IR AL
(AR @]
OI/EO
T2
Gt Olot HORME Bt o o1y
Privacy Controls 1.20 1.00 0.80
Network Security Controls 1.20 1.00 0.80
Content Liability Controls 1.20 1.00 0.80
Il;zolitcoyp and Mobile Device Security 110 100 0.90
Incident Response Plan 1.10 1.00 0.90
(A2 @]
_ I/ EO

= Excellent Good Fair Poor
Data Classification
Security Infrastructure
Governance 0.75 0.85 1.00 1.25
Risk and Compliance ! ! ! !
Payment Card Control 0.85 1.00 1.25 150
Media Controls
Computer System Interruption Loss

A}&: Romanosky et al.(2017)



AT TN 2018-21

Ch. AOIHEY Alg&dst Mt

Aol 3 AR e 37 B W 8 SWoR 7RI £ 9k B
T Zvo] deko i dole 24, Ro} W] PR o i 48 SHo)

Heko 2 AolH9Id AL, 4F Eash 2AAY ol k2 o] 24

AR A T AWEH, 1 o= F2= 7k vl=o] FUSHA AtelH
He o 2A91 Aol dish =97 A= AL 9171 mizolt

201618 Befel(Perlmutter) 2122 Afe]BlEZo] 7147t 7] el Al Poidt
L 3919l Data Breach Insurance Act(°]8} ‘DBIA 0|2} 3HE HHoJslgit}. 7|Yo] Alo]
# HQl 7]o]==)RIQl National Institute of Standards and Technology Cybersecurity
FrameworkS E3}1 Alo]HE 8o 7108t Ao B3I 70| 15%S AT A 3=

X zH o]

o

_I

Ak o & AR HF o] HEstEl= 59 A &0l & 2R (Externalities)

o] EAok= Z-f-olth. F/do] EAT A9 FHo] AT /o] oW Flelut

7199 JAEAS AHH o 2= H A Y 4= QAT ALS] HA| A 0 2= vigA]ekA] gt

Z2IE 7H4 QA Hr}. DBIAS] o HEE o]2f3t o] =2jof AL it} &

At 24991 o] Q1S A9 7]9lo] Als|A o7 uzlet 20 oda] A4S
2% 7/ Rrie otk

DBIA®} A 7HA= A+ 7FHl Romanosky(2016)7} It o] =2 AFA

F

TE &8 7|go] ApgA o2 HOEXE 52 AFA §-9l(Private Incentive)o] §S-&
Bt A 9 SR A4S ALS] A4t B FEe oA elorthe ol
4] DBIAS] A4S 100% SIS AT ok Ag, Holw ApdH oz aw
2 528 ATT F9E 9122 Kol HojlA] DBIAGH B S 7HIE AT 7her
shte Az gk

=

23) OECD(2017)



CENC A3

[Z] Romanosky(2016) MSHT AN

Romanosky(2016)i= 7| 4&°] BERMES =017 Yof Ardd o &2 £2& §elo] EAfs}
EAE AHET] Yol At Atal9] mfu&-Z EASHIE 4 i 200495 EH
2015Q87kA|9] 9F 12,000749] Ato|¥ Afare]l, FH to]E= Advisen2d) O 2HE] QJ4=519ict.

Advisen©] F&5}L Qli= AtolH] Aldle A Y] 71| fEoE FEEEY O JERE,
@ ERMI(DoS 52 50| sFE). ® Zelo|HA| HHQIFES] ot =3o] sigH), @
AtoH S5 (¥4 5ol i)l

HEFZE9] F9 AH|-8-2 3 A FARRKFirst-Party) H]-8-2}F A|32} (Third-Party) H]-§-2
2 FEEY AR vl HEeANE, JERE A JIQI0A BAlSke B &, A2
g v, JRGE Tafr] A8 ZUHY E= /AP EEEEY 719] H-& 5ol FigH
o}, A32} v]Lof| = vt FA A A AEH Fo] sfFHETt. HFArILet AtolH]
|HFY F Lol FHY £fHO=E Fou]E-S ST

F 12,000719] AtaL HlolE] 7}--H| o8 JE7}F EA5H dlolHE 9217402 HA|
tlo]e9] oF 7.3%c] st E3H FofH|8Y] W&} THAste g 71 FoF H
Advisen?] H|o]Ejolli= AR7HA] W, B, QR a3} 52 Z o] 91A] gkt Alo|H
AL m5f 7| 4ol A3 u]-89t &gk o] 911, 7HYH|-8out ALSlH B|-E 52 A| Q] o] Stk
I E 9t

v 854 A3t g9kold ohga} 2 AA, mojH Y] Hgt(Mean Value) 2k 6009k
o], F7gMedian Value) OF 175F GE|2 & Alo]of & zjo|7F X5}t o] =gt
A7t U= AL I g Ho] & At} BtghE =017] "2oltt 50% o]42] Alo|H
AtalE msHo] 209k E olsto|tt. & tfH] B]F O 2= 0.4%0] siggtct. olH3t 4
= B AF Hlo]8E B4 NetDiligence(2014)9] A¥etE A3ttt HAF A G
9] S OF 14.4% ST ¥H, ti71 9 TR At B AFH Hahgk 2 300
= Pl

i SR A] g2 AtolH] AbILe] 8- TR T A 75/l 7] Wiel, olF
S HE 11 Advisen DBO]| Z3HE 0] QIA] @b ARZER] Rt A ARALe] Bt
23+ 57H3k2] Alo]= Romanosky(2016)9] F--Er} 62 Z &= Qlth

S, 2004955 2014744 9] All-5-3E msfH ] HIE AT EH, S8 Fe meto]
HA] A59] - Ak H]-8o] ZhAad HhH, HoF AbS] F9= ATt S FAIE, 181
JERE9] A= 20084 o] F HIE FT7HAE Bt HH-/-E9] Hofjdo] 7lm=A 57t
gk o] f= AR A 25%01] &5k th7 | B AFaLe] "gf o] Z7157] wEott o
38 $47|99] 2o 20054 o] % usjHo] ZH4sHATh

AR, AAEE DS B AT EHH F T B} Alal F Bt DR FRHE A AL 10
7| Fob= 247t the #9F Tk



W ey e

(B IM-11) & Dol A Dol 72 7|1F ¢l 1071 =20k

= Ifoio 2 7 |& MY Bt TGl 7|
1. AHAMY 1. Management
2. AlZY 2. &nf Y
3. amg 3. JEAA
4 S8 Y 4 AZxH
5. 97 5. =i
6. =909 6.z 8 24
7. 338} 7]& AElA 7. 56 2y
8. 35woF 8. F-5Ak o, #l&
0. %1 9 24 0. Tt 712 AFIA
10. W% 10. 1%

U, AEZAL AR50 o8 7199 HOER AEHRE 2ASEH g ufjESio]
0.025% %= Hr}. o]t FAE o] 83f F4T 712 EFFAF A E A} Afo]# ARaL
M BB EE, 50% 03] 7142 AtolH AL st HRERA} X|E o] A9 U]
3ttt

ol2{et A2 HE Romanosky(2016)= 714 UHOIA & W, @A EEH HlF A4S

o =¥ 792 EASHA gettes 282 WA

Romanosky(2016)7} =24l TBAIZ O & AFoHAl= USIAITE 119 AFAT=
AT ko] Aeint fRste] YR FO)E AT AlolH Ao AF T
GO HOFEAIR} Ato|H Y T 7IRAE FZSE 4= Ql=Hl, Romanosky(2016)2]
AS AT oot ofd =k Aeish= Zlo] 2717 119 ¢A+tol| oJshd, msfH o]
Bk ko] st AfolE Holal F7hgro] T 4] o2 o]t

213 M2 Aot o BERMREAY] 52 wsjd Fatgtol waolA Aslshe 22
19 dlA= o 2 Hl8o] E 4= qlrh FAHR] FIHL S H9] 29
Al HeE HA7|EE Akl 11 o] A2 oS S0l A= Ago| o vigt
A 5A] it BZFE ) 55, 47199 A-9ols wsfdo] 27 gtk HolA B

S AolHglo] §-84 SIe] S0l B 4 9IA] ket L,

(]

N

24) Advisen Afo]H] AL T HlolelS Y&to] BPSI] Wksk vITA Fel7)B]



2. 78

7t AWM Af1SS

F8 A H9] A9 Alolw] AraEgo] st F3HEo| A A Z Q] SAAAI} oF]
F=Eo] A gt oigk 201449 SAFH S (CEY) H-5AT713R] Center for
Media, Data and Society(°]3} ‘CMDS 0|2} $h25)= 57 307[=20S Ao &2 2005
WRE 20149 3/48717HA19] NI E §& ALE RARSHICHGE MI-12) 3%).27)
=7PE, Hopd RAMTE BY, S7PERE 1019 15 SHOA B, 124, k2
glo] =02 Yepgon, Hopda H|2UAL RIFE §& AS7t 7P B2 H]
S AABIATHCGE MM-13)9 (I M-14) FX).

S, J=F F7IEAFONS)BL 20164 7ERE HERALS B3] Ato|H 2 A
FE 2| ARSI @ H7HEAI(ONS)o] WEH AtolH] HF Af=
20169 OF 491 57 7oA 2017 <k 6% 9 AR 53.0% S7IoFch Ato|H W
714l 758 (Harassment and Stalking)o] OF 47+ 24 A0 2 7P&F @Wgton o}
O 2 9] E(Obscene Publications)©] F 19+ 7, o} A (Child Sexual Offences)

7} ok 74 A, @ukBlackmail)o] OF 234 A 5-9] £=0|YTHE M-15) =)

25) Howard and Gulyas(2014)

26) o7]14 W= 30702 EUSIY=(28/0) T} 2 o], AYAE 2eE

27) CMDSE 307429 AR 82 Aao] TR ARFIAN] HEUE-S BitoE Aelgu
& A A5 9 AR E /5 A4E S

28) Office for National Statistics(2018)

29) ol F= A7HEAA 0] AAT HERAF Ao, waEkA J=ollA AT AA| AlelH
3 249 OF & 98
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(B I-12) K8 XY A= MAIYE |RE =

(91 % )

= | 2005 | 2006 | 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014
Ad= | 4571 | 1,704 | 2,522 | 5,707 | 87 75 |11,510] 1,678 |32,206 | 4,138
Z: 201449 7QIA R §& AL 2014 3/457|71K] FAE 42
A}&: Howard and Gulyas(2014)
(B I-13) 28 XY 7714 711I8E fF izt
(k9 Wit o, wigk A, %, )
= R s HIE 1015 745
= 63.5 139.7 63.7 200.0
=9 82.7 56.4 25.7 68.2
a8A 11.1 9.0 4.1 81.0
L29o] 5.1 4.1 1.9 79.0
Clh=A = 16.7 3.9 1.8 23.0
715 344.5 2.8 2.8 -
A 523.7 6.2 100.0 -
Z: IR §% A4 200592 E 20144 3/48714) AR $A1E el
A% Howard and Gulyas(2014)
(B I-14) 28 X9 200 7HQI8E @& izt

(9 =Rt 2, %)

= | HELA | WS & o= AL H|ZE 7|EL A
s 538.3 0.0 59.2 9.3 0.9 1.8 323 | 606.9
v 88.7 0.0 9.7 1.5 0.2 0.3 5.3 100.0

A}&: Howard and Gulyas(2014)
(B M-15) Y= AlO|H HE| Sig
@ A D)

Sa /=3l s | Ot & 7|Et A
2016 26.2 6.3 5.4 2.3 4.8 44.9
2017 41.8 10.0 7.3 2.2 7.4 68.6

A}&: Office for National Statistics(2018)

3, oj=rtolAl(Advisen)oll A FARE R ] T4 AfelH Alale vt 2ot

Zx).

~~



RIENE]

47

(B [-16) 22 QEQ F2 AMO|H A $Hgt
At HEQA| ALILHE
HA
AP News | 79 st = Y= F=9] A JAEUAE o] T
International)2] e HHA F 49 349 @3 9] £4lo] Ay
=3 P9
AT EREGFH2T
(Royal Bank of 20134 79 ATEQ0] JYo]E 92 F QI3 IT A]AHo] ujy]
Scotland) SO EwA 19 2 s vk g2 o) 24o] Y

IT A|AH] AL

Crelan 23 A=

20164 1€

54§40 W7]e] 292 CrelanolA] 730+ §.29]

wi AP o] w4y
EJdET _
(Talk Talk) 20164 2¢ o= ?;{_ @E%/ﬂ_ﬂ%ﬂ EAES 22 108 o)
AolAse s Hu7t §EEEA oF GHT 29| £40] Wy
Ao
FYSYCBR) | 20164 129 | SO SAoF SPLIN 209 89| A Eido]
A7 wt
A 7H](Saint . o B
o e | 017d g | HSIO1EL Sl per FA0R e Yol T
o = 7% | A12o0] uhuls]wA of 201 o3t gee] alo]
a
AP. EH2aa

(A.P.Moller-Maersk)
ERERE

20174¢ 6

AEo1Ql ‘HE]oKPetya) TAOZ AP.EHHATI]
IT A|2'lo] mpr] g A F 29 5200t & 9] &4lo] ¥k

ERp
(Facebook)
IAFE By

20174 94

Holkto] mefaet AmQIolA AYR Fetk S
O 747} WY 150 F2, 1208 HE AR B

A= Advisen(2017)

Lt AOIHES AIESER0
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(Open Government Data) 2-5°] U= A&o2 A AA A o2 A= }ct.78)
u]=+9] 7-9- 2}t QHFKBarak Obama) & 0] 20094 FUsHHA FH HlolE
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=719 oF 2%0f| == oF 1009 o] AW HHE, FEAFHIAFE, 7344
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HEHEE3D, 7SI EEELEY), ARG, 7V EC1E),
S7IEFARNZGHREES), FEATFATA@AR), V=g A EAHAE7HD),
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83) Mayer-Schonberger and Cukier(2013)
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A BT Risk Management) 7|2 EYPsHA= Ao|thsd AU 7S EA3tct
L A9 9Jujt dlo|€ 9] &89 d|H(Benefits)T} T of(Harms) S H] 1 EA5t0] &=
o] Bt F % HolH E8-2 s83th= Aolth 71&9] W40l AFA A
ERE 99 AR (Zero)ol FATHA, 1w 7WHol 7¥ks & A9 Bl 9
A2 3| AASH: 2 A1 F2HC& 5HA] 9L, of A& /132 -85

SJgelo] 79he & FAAAL] B9 A4 S50 AL 5837 thEo] 13
B4 AA) S o2 S H AT AT Risk Financing)7}h 19 851 .
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PAT TR AT £A9] ATE AUE HAoh £4S BIHE A4S o
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2o A= AFO] o] et AR YHRE Hol 5240 AE AlsAZ A
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h
e FEsVIE v wAE 5 Qo e SEFE0A A0 HHE A

84) Center for Information Policy Leadership(2016)
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S W a7} ek 2T ofstol AL 5 714 thgtel el A7Fsti Sk stk
AZIEEol|7, thE shtes FAEX]Y AHFE(Government-Backed Reinsurance

Pool)o]th.

1) A7tESE

7h KphEsiol S0

AR sAte] Fert Ak E R Wst glolA Helslrh 44 ort it
Hozl malie] 9IS Qhsk Zlo] FEAel BYSNE PoT 4 Qlrksn 7
kg siAte] Z7i0t Zhate et YA ARt WEe B AR ik v
o] 4% 19709t B@IAFS0] 97 Qo] 2320l =g Holak Arkrgo] 34
w2 spkElieh 22 19800 ol BEsjAEo] 8olsd] oM AF4S B

ojA} A7tEHLS TrAstct Tt} 1990W HAR Y E 2] (Enterprise-Wide Risk
Management)7} -S-85HH A X}7HE o] thA] 17| & AA| =9t

AR Y4RHSA e 2 49T SE AT ARSI Fel= ATt
T Atk AEAIAL FHiz AHD FPole drEdsAr FHiz AHT B9l
5] FAISHANA E AokS g o s Aol Atk W, A4EARAE S3fA
7149 AgS Qo] wheoll AP SjAel Agshe R HlEe] sk
o] -

86) Banks(2004)°14] Q1-83F
87) Tke(2016)
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(A8 N-8) AZIEsAt HE: A-EHBIA vs. HESS|AL

XH=2(Capital)

L=bf
(Corporate

X7t S5 A
(Captive as
Insurer)

Sponsar)

b ]
(Corporate

X7t E S| AL
(Captive as
Reinsurer)

HeEHS| A
(Fronting Insurer)

Sponsor)

[FHEHHS|AZAME| X7t S S|A}]

A& Banks(2004)

AZPEE 24719 59 018719 4o wet 4714 fP o= FREG. A WA
1% Sfttol L o871t Sl T A7EE B (Pure Captive)elct,

0F 0 A0
FEE aF

N

(O3 V-9) AZIESSIA AR7|Lt 0127|Y 0 oI3t AVHES| RY 1=

Single Owner, Single Owner, Multiple Owners, Single/Multiple
Single User Multiple Users Multiple Users Owner(s), Multiple
(related) (related) (related) Users (unrelated)

Pure Sister Group Rent—a—
Captive Captive Captive Captive

Risk Retention Protected Cell
Group Company

Z}&: Banks(2004)
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5 9 /-2 A AZFE P (Sister Captive)O|th. A-f7| 92 T A7FE E 3} Bt
A2 SPUARE, o871 o8] 71l A-Solth thti 71 ee] 27| o] =}
7RSS Ak, AT SAF B JEnt ofyet 27| A3 ABHA ] L
= ASA] & oA Qlgeshe 497t sidE

(12 V-10) Xtoj XI7HE2&(Sister Captive)

27|
(Corporate
Sponsor)
Pt
=2 i PN =
: LR VR -
e Voo
REEIA} L 28R EERCIEELIVE  2EE
(Subsidiary) 252 (Captive) B3I
Z}&: Banks(2004)
Al A 5382 &F719% o8 7o), o] &7UE o7 7i’l A-f-oltt o7
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NG == ARl 15 AHEA(Group Captive)olt). o] -9 & IA 9 Sl 71
wot ofu et A A0 A = 7IdEE AVHEAS o8

AHMutual Insurance Company)x ©] 9-go]| &£35}= s}}o] o2 &
7t 3L =420l 9L 7HA Ato] 9% E(Insurance Pool)Q] ©
SHA Bz, oflvA] AR, 5 AHEY, QmiHd ATHEY 5o] AE TF
A7}E Y o] ofjo]ct.

% A7HEY ol E5t FH Q) IR Y B8 TIE(Risk Retention Groups)©]
AUtk 71E FEE IF AT L6 1y FEVT iAo E H3tE o
Qt}. 1980 =1t u|=of|A] vjAFAAE S Q17| (Liability Insurance Crisis)7} &A]
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A, AR, g, 95 59 EokelAe B 7Hdo] o AIA =tk o]F Risk
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Retention Act of 19869 A& &3l ¥ i3 A4S H S| AKSpecial Liability
Q-

Mutual Insurance Company)2] A8-& 5]-8-5 .

(J2 NV-11) J2 XIE8(Group Captive)

o71g
(Corporate
Sponsor)
H
R | HEE/HESE
1
v
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A}&: Banks(2004)
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(% IV-12) Rent-a—Captive

72 024 A
(Client Company)

YU B SBA} 2 X7 S 3|

(Fronting Insurer) (Rent—a—Captive)

A 12 B
(Client Company)

27|
(Corporate
Sponsar)

A} Z: Banks(2004)

(3 IV-13) Protected Cell Company

72 024 A
(Client Company)

X7 = S A}
(Protected Cell
Company)

HEHES|AL
(Fronting Insurer)

A7iEE n2 B
(Client Company)

=P

(Corporate
Sponsar)

A}F: Banks(2004)
919] HE Fher] T} T2719H0) Ao|HIE BAE 912 Arprge] g0

£ 08 Aphade] 48 Ao HAlth 237]wE0] A/t EsNg dystn 1
HES US| TS S Zlolek o2 Sol 367 F1FH Hlolelo] AT
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So| A7t HYIAE S0l LISRe lolet. FF/1B AhY BelS Uzt A

EY )ALl L7 et A7 4= qlok

5% 2AREL TTWO) BlAT AT PA0Z AIRPS AL o714
= Queensland FYX AHHE A7l A} $Hc}.88) Queensland F4H= 2001 A}
7}E3 =2 70 7 Queensland Government Insurance Fund(e]3} ‘QGIF o]g} §h
£ A5ttt BE 45 E A (Departments)= 2]F-2 0 & QGIFI Bg 714L off
of gttt 77| 7HStatutory Bodies)?| 74-%-0fli= QGIFO]| Fro{d == Q1AL WIZE Hyd
APOIA HE U = Utk QGIFIIAM HESk= S0l Al=(Property),
Aut v Q(General Liability), H2] v/ A(Professional Liability), /ol 4 &
H(Accident and Illness), 3-g-(Aviation), A (Marine) 5°| )t}

2011 LA AAAHE FAA HHA, =2 52 EFI 33 AHHPublic Assets)
9] HA3 ARt BRSte] H[E FSHAA Hry AAAHR] FHE ZAFER Sl
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off
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2) FEXIE MEHE: =2l Pool Re Atz89)

5718 Aol HE 2laa A A dieh 7kl SR ARAY AR

d
HEL W2 4 e, o714 B9 Pool Re AH|E F] 1 o] thet @

7h e

J=+9] Pool Rex= 19924 IRAQ] WHE 3|27 A (Baltic Exchange) Z€F H|E o]%
AT AJR7F @Esto] 1993 AT Pool Ret= F=9] £l FS|AMRL
20|27} A4 vhE 534 FE Q] A E H S| AHMutual Reinsurer)©|t}.

2016\ 64 @A) Pool Re®] F-Z+= v Zth HSjH O] 17 H7} 1.59 TR E7HA]
+= Pool Reo]l o3t B jAbz0] FEgtet 1.59] ShEoA R 6.59 Bh=7HA]
9] 7t sigshe 59 =] tiafiAl = Pool ReollA] Htstal, 6.59 theEs
Hh= Foi 7R F7H 0= 209 =R e A4 S 2 RIZE AE S
At A QA E S 53l Attt 18 i Rzt R AL ok
27}510] a7} LAIEE A @A Pool Rev} HQat ZHjZo gl 27lA 02 550
TR ETHA] HAgo] 7hssitt. T1 oo Hsfof] tisiA= HR7T A {sHA H-

(d% V-14) Pool Re #X

Market Pool Re Commercial Pool Re Government
Retention || Reserves Retrocession Reserves (HMT)

E015bn £0.5bn £2.0bn £5.5bn

| | | | |
20164 68 ¥

A& Pool Re EH|0]A]

o gt B

m

_l

89) #1710t} Pool Re E|o|Z|oflA] Q1-g-gh
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Z¥(Fire or Explosion)of] 2J3t 3|37t Pool ReoflA] BAYSIRIAL, THE 139 H|#
doirs 22 ARG B shastitt. L2 9/11 AR o]% S22 AH
H3jAEo] Aol sl wi-¢- E4AR0 g FoHA =HHA, 7IhdE0] sy
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A o AA o2 2T 2|9 Ao]7} QL Eolrt. TE 08 AREARI(Ex Post)
ALzGHEE= AT J(Ex Ante) 2|25 Al 74 o] B E&2jol=tal d2A ot

T AR Faa A BA](Ex Ante Risk Financing) 32 714 2] A=
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Ago| wt gkl 4= ok ©<eo] 3 ulolE e JAHAF At Shhd, A A B
A% 7hsstE et o AXIT 1y Z3HolE HAREAY AT Hol 52
S5HolH ABAZA L] FLE FHH] Yoie ToFRoA & o F=H0r
Ao H 1S Q14T W a7t Qlokar oA 1 A9 5 HAU Al HA HFAlo] of
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o] WATS FSHIA Gk HA, FhelA AolHng FHo] F2 Wsh7A )
2Hoe A5 Eo] 9 A 2k AolH| BTt Felald Bul Tejt wo] Bgd
% 914 BEvt Aol ETelehn Sk 2 B oA Aeluge g2shd o

Aol 1@ o] =4 FAZ Tes| ARAQI msitAofl Sl Ao] oy et A
AH 02 AIHAE AAE HAA7|= Ul Slth ATHAE S HAAI717] fsiA=

71out 7iQlo] HekE Aot & f ok Zlo] WRsitt 119 WSt Fa3%t
A3 T 5= U= A 7Rl ShH7L HEE Afe|HERo|th B Fe Hiw aFS
&l AAIFACNA 150] BASHL Sl ¥ o5& A8 = AT & BEE2
T o4tA] 71585t ofd et AEAE Vs 7HX] AL Ql= Aol o|HT SHOIA &
off, 232 FHlFo] vlef o] 43 AT AR Folga B 4 |
Ao g &ofi) £HCE BY, 34, SHlE 7Hed A9 & JES 5, Y|
Hog=HH o7 Uslel= Zo] 4% A o= Helrt

Aol o] wsA| 7|5} AL} 752 3 5k= ol LolA #S a&F 2l
=0] X5t Afo]H{9]#o] 7} LPHI(Low Probability and High Impact)®] £/
o 7ZiRlolu 7149 QN4 211, HHIA = T2 AAY SH6tE e =2
HIAgE 76kl Qltt. wEhA Ale|HEH O] =8 F XIAlsl7| QoM e Halm e
= A0 =2 HolE o = AIAIAIY, AAa8, BR-A Al 5ol Haste] Al3E
Za7} Uk
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=3 gl oliet 4AT} Yasto] AT A W W) 2R Bk 58
29l FEAE B§o] 7MsHThT AZHEITh AT AT Al Hele Hro] o3
2 ofgA Reldgstitol] uet geba 4 Ueka By, Bés 23olE 1A
A4 0] 3ol Ty Hwl FiRlolt 719 o] A gshe =els A 4
ol AubA] SAAEE, T A SA RS 9 BRI A FRol
B AR 155 2 A9l TIREAA & o Mo Aoluelse
QUahs Weo] a3 AT Ae] Eejo] Washrha o] Axch

EIOIALE T 7h ok A ESkET, S FERRAIA A7t HY S
Agelo] MY FERE] AoHABE Ashe Folck A7t BEsL e
bRl 18 AR Pk $AHe T3 ol B S Yk B Wi gen
92 YR Ee yglel BYehy, 2USH: Biof tejAl 3t i Feol

th. G=9] Pool Re7} Shte] #lAIwl] AH|7} & 4= Qick

npREto 2 2 Ae] §HA W S Aol dief Agotal nhRejskaat gk A
A, Eilo A= Ao EE =85 AT &= 9l JAEH A =2 AR Y, vR-A,
e 209, A5AE 52 +
B} AESlE =97t olFold " a vt vk
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