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Developing Cyber Risk Assessment Framework for Cyber
Insurance: A Big Data Approach

As our society is heavily depending on the information and communication
technology, the associated risk has also significantly increased. Cyber insurance
has been emerged as a possible means to better manage such cyber risk. However,
cyber insurance market is still in a premature stage due to the lack of data sharing
and standards on cyber risk and cyber insurance. To address this issue, this
research proposes a data-driven framework to assess cyber risk using externally
observable cyber attack data sources such as outbound spam and phishing
websites. We show that the feasilibility of such approach by building cyber risk
assessment reports for Korean organizations. Then, by conducting a large-scale
randomized field experiment, we measure the causal effect of cyber risk
disclosure on organizational security levels. Finally, we develop machinelearning
models to predict data breach incidents, as a case of cyber incidents, using the
developed cyber risk assessment data. We believe that the propsed data-driven
methods can be a steppingstone to enable information transparency in cyber

insurance market.

Keywords: cyber risk assessment, cyber attack, cyber insurance, Big Data,

machine learning, randomized field experiment
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Hlglo] g}, AFERIEIHI(I0T: Internet of Things), YFAE TOZ HEHE JRE
4171(ICT: Information and Communication Technology)@] B]2F2] A2 7|2l9]
VYL, 7199 29LE. 4579 Y75 5 AR o R 2 FIFE AL 9
o} 1ICT9 JaFeo] o] meh o & o-85H7] 17k Alo|HZZ (Cyber Attack)o]
=53] S7F5RAL Q1AL o= e ARRlE] Hl8-2 TAYAIZ|AL k. Hotu|(McAfee)
A9} 2007 HaLA o] mhE W, AP]HEA = 1,0509 @ o9 w2 TAYAZLL
o= E¥kE AR A7]EH & Zolth Hotu|o] X 2018 HalA{of wh
2w, Ao]HRH(Cyber Crime)= {19} ¥]-8-0] 6,000 E2] o}/do] & Zol=hal ol
Fct.23) ojo] thet 23t gigo] FAIT B AIHAA2 HAEBAIE 7IHte s
Sk 4AF Atle g o] Wa 8 A= 28 Aol Al
oJ3t Aol o] dgstr] ite], FEEJAA S LTES ] B SFESof
S AFA 0 st itk L2 HAOrbis) A R Afo]HEQE AJgo]
et Aol w2, 20219 AfJHESE AR 1,3009] 0] o] Ao
AFEIQIThS RS TEL 2714 H 2 (National Intelligence)S 0]-&310] B =]
AeIHEZA S ABshs si71Ee AEshe S ZF7ohe h, AEERN HeiE

fr

e

1) https://it.slashdot.org/story/07/09/19/036203/cybercrime-now-worth-105-billion-bypasse
drug-trade

2) https://www.mcafee.com/enterprise/en-us/assets/reports/rp-mobile-threat-report-2018. pdf
3) https://www.mcafee.com/enterprise/en-us/assets/reports/rp-mobile-threat-report-2018.pdf

4) http://orbisresearch.com/reports/index/global-cyber-securitymarket-report-2017
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SHAEE 7195 9] AtelHERt 7]& A % HYRE] FAA Lo ELSIAL A
olHE AL A&E L Q. ol 0] oleFTE AR V|4 o] 229}
H1, 347163 A& og Jdsta 7] Wizolth AAo] AR AlolHE A =
718 B2g AFsH7| 8 Ao|H AR (Cyber Warfare)2] YgHo & 7} oJ5) 43
k78 o]2igt QQIER Qlsto] Alo|HgA2 ZEA 07 93] AAH] oYL,
FAIHRL A 8 A(Cyber Risk)ZA] TH](Management)¥]0]oF Str}= 9]Z0] Zojut
31 Qict. ool Afo]H R (Cyber Insurance)Z S+ Ato| 99 Thejof gt W Aol
=] Sl

SHAITE Aol H Y A2 w5 5 DR F7lAT AIRE L, T 9 ohE =7t
Eoll= AP B3 ob4] o] F0iA]R] k2 AdHloltt. F5 SHolA HH, (1) AtelH
3 H HolE 9] £, ) AelHARY =53 E4, 0) AYH Hsivtsd 59
ol HETAEC] AFH 08 ALo|H 9IRS QoL 1A] okl itk $HH, 28
SR = (1) AlelHEY 0] 323} Zo] 9 (2) Ao[HE Yo igt ofsf £F0
Z 8| AtoHEY Fuj g]lo] A2 Agtolrt. ol =8 U I+ SO EAKE
T2 o2 Ao eIRlo] Wt vloE FE53 23} mH|of 7]1E & 4 Sl
£ ATs AIHE 9 AtolHEH O] Asfo] tisA] A E L, Ao]HEY AP

S {15h HiolE 71uke] Afo|w e 24 WHES AASHAL AAE AtolH
913 ZHZNE 7|9ko & AL HALIL(Cyber Incident) &2 & (Prediction Mode)
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5) https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/executive-order-improving
-critical-infrastructure-cybersecurity

6) https://www.whitehouse.gov/presidential-actions/presidential-executive-order-strengthening
-cybersecurity-federal-networks-critical-infrastructure/

7) https://www.rand.org/topics/cyberwarfare.html

8) https://www.forbes.com/sites/kateoflahertyuk/2018/05/03/cyberwarfare-the-threat-fromnation
-states/#4bdd430d1c78
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A|(Geneva 2016)= Alo|HYH
Any risk emerging from the use of information and communication technology

(ICT) that compromises the confidentiality, availability, or integrity of data or
services. The impairment of operational technology (OT) eventually leads to

business disruption, (critical) infrastructure breakdown, and physical damage to

humans and property.”
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7Hgole. of2fRt Al fj2: HE-S47 e Bra]l 249 7I8HA](Confidentiality),
o ESAA 2]

ol
Hu i
M J

S8 A (Availability), T2 (Integrity)o] st =l;
AEle 282 F9Es T T8 AZLeAE|A0] T, AAo] R Akl et
=23l &7 R S Aok
WSS faka Qlof mhet zFd-fka (Natural) AR[H YT} QIAHZ QISHMan-
Made) A[H R 2 Lz = Ut A2 A2 Alede] i, iA1= &4
AfolH3-A, 71| Afo]H AR, Afo|HE|2] Fo] ThfstAl EARICE JAE 7[R A&
g2 ofF AlA"le] o a8-S Solo] sAthet ol sto] AW doE
A J(Interdependency), AYZ AtaL 7k, dlofe] B RAFo] Higt &2 E8HA,
Hste] 91 59 EA4o] EARIT

ARo|H 3 o] HEA Q] T/ FEFEANL T Ape AEZH 02 F7I5kL A
= FAloltt. (O™ [I-1)-2 A|HATF-E(CyberScou) AR} ARE-8A 7 Al E|(Identity
Theft Resource Center)7} 2017H0f 5523 BV A(ITRC Annual Data Breach

A

E

YearEnd Review)ol| 7|AH HEFEAL BA0]th 2005@F-E 2017W71X] 9] H|o]
HE Hlgog Z4dH o] B0 W2, JH{FESALS] WA 4= 20059 157

oA 20173 1,579 2.2 108] o)A S7Fstith SHIEAE, a9 XY & 4
3l Z7} F=0]E YERR] Ikt

7
A

(O 0-1) EERSEAL 244 3 Y $0](2005~2017H)

—e— Data breaches —e— Million records exposed

Data breaches and records exposed in millions

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017
A& Identity Theft Resource Center; CyberScout
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o thigt GAISt HEE AlFaloF gt E35] 20059 12¥FH AZS|A R IA(10K
Annual Report)o] Ttem 1A7} F7FE A=), o] Fof Fdy Hed 2e a4
(Risk Factors)&2 7]&3tes HoiQUt}. Alo|HZ-Aol| wg us)7} S7ietol whet,
2 7140l AolH ol tigt Y184 W82 7I&stal Qirk AtoHfiRlof of
g 71404S AFH o2 ESAol] 6l 20059 o] %o WPH HE AFI| AR
S RSk, A a4 digt g|AES BA5IIT) o] FE-2 AL SA1%t Song
et al.(2018) =270 7|¥Ftcth
(I9 I3 vl AR 541 HlolBE 35kl 245k A4 3= A
St SErolth 19A R SECO] FAJAAHEQ]l EDGARY|A 2005 ©|%, 6,1
1A EZReE 26,1977 9] AREIAES $ASHI 29AR2 7 B4 9] 9]¢
84 AXM(Item 1A Risk Factors)ol| A 173%F 749 78 QA ES FE519th &
A 8aso] of" ofu|RlA] mefstr] f13f, Blei et al.(2003) =32oll41 A|FH Latent
Dirichlet Allocation(LDA) EI 2 @& (Topic Modeling)& ©]-8-5F3tt. LDA] TSt AF
AdE2 ofiell 71&dttt. & A AE 84S T 2.23%C] S35k 38622719
AP R4S0] AolHedFt Bo] 52 IT U A AS Uepd:

>
|

Aol

(3 1-3) DI 4HAlel BA| HOJE 4% 52

Retrieve 10-K filings from EDGAR Dec 2005 - July 2017

ExtractItern 1A Risk Factor section from HTML filings

Extract individual risk factor disclosures using heuristic algorithm

Run 40-topic LDA on entire corpus (treating each RFD as document)

A}&=: Song et al.(2018)

9) https://www.sec.gov/edgar/searchedgar/accessing-edgar-data.htm
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St A(TradeOff2taL T 4= Utk LDAE | ARS|pstAo] thefolA 2851
At alE o] A7} FAFE Shi et al.(2016) =RojAE, 71919] HIYA AT}E
MEE LDAR E4510], QIeg(M&A) HIEH T FATES Agstict Egt o
AF9] Lee et al.(2016) =20l A= AHUEY oA AHGAES] L2 T2 DA £4
otod, ALS|TAY B4 TS Aokt

2]

ﬂ?li
ot

o]
i

o o

(o]
o

AN

r&"

=)

(& 1I-4) Latent Dirichlet Allocation ETIZEZ! J{d

1..nthword..N 1... kth topic ... K 1...nthword ... N
1 1 1
dth Word-Doc dth | poc-Term matrix kth Topic-Word
doc matrix w d?c 8 topic matrix ¢
D D K

A}F: Song et al.(2018)

(1Y 15 vl Aol QLS 9l 91984 BAEd LDAS 489S
W $28 249 7= Solt. 2 AL Shio] FA1E ESH, WA ol A
wolgo] itk o2 Ete] 1|3 AFgALEo] QAT Ui TR SE Rk FASS

gol1st 4= 9tk AA]AA|(Interest Rate, Economic Condition), B3 /4% (Liability,

1ok

Claim, Litigation), 3% (New Competitor), 57} HE(Gas, Oil), A& HH(ncome

Tax), A5 A, AZAAHE T(Patent, Property, Right) & Th4sH 98 2 4AE0]
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Q. 1% 3F A WA 2FA0] Information System, Data Security, Service Failure@}t

o] Atolui gz} Bt ol So] ErelE|gitt

(O3 [1-5) 0= A 28 QA 7|19E

LCO_['Idim’Ei_? 7 .I . ‘. company | ' Insurance S 1S58 e (| o SOAE rmillion:
et = I'O ertles
| Properties cistomer q?a‘f;m,mm,

“economic. Tt | oty
competitive s copLian
= ew s Callg'pnr:lbc%]j_ regulatlon[ ga 3
competitor _cqulsumn CrialProl L.lCt subject” ’ it Oll
information contract je control

tlure-ser client

da\asysecurmy : Eurfujr'.f..im : g er ey f_.e]ﬁgﬁlengf !
fund re rsqmppt I
capitalli Spniae iiloan - ‘suppl
S ":‘{%’a‘n‘c{ng hea?t car 1“V95tﬂe“t '“a"”fa““‘fmg
right 4
dlstrl ut el Lo
hl“é rc} patent
cash,,.- property

comm On» v o .D. S managenent E forel ’n, ‘
sectrTtiesprices & agreement o employ‘ee s m:érnagon'al - t
T e s nnel sseate’linited interest

Z}&: Song et al.(2018); SEC Edgar 10-K Annual Reports

Ol ze A4 84S FolA AlelHd e 8458 the FE51AL o
A LDA $41 Asgstol A1 Afolwislel 7|A=EE F25190ck GE Dol 3
Qlof= Hfe} Zro|, Alo]H|-Z-A(Cyber Risk, Attacks), AZE0] AEQ| A
Ast

ok

(Software Product Error), YEYI A¥]A(Service, Network Failures), A|2AE]
(System Failure), X -F-ZAL1L(Reputation, Breach) 5ol thdt 7|59 AHAAS

ghlat 4= 9k

(B I-1) OI= EARS0| Q4G MO 7|19=

Topic Top 10 keywords

1 cyber, including, risk, attacks, risks, operational, threats, from,
confidential, networks

) products, software, errors, defects, reputation, solutions, new,
harm, problems, from
service, failures, network, failure, interruptions, from, damage,

3 system, ability, interruption

4 failure, results, system, failures, material, company, ability,
adverse, effect, its
reputation, breach, confidential, measures, access,

> unauthorized, personal, protect, liability, including

A}%: Song et al.(2018); SEC Edgar 10-K Annual Reports



(I9 -6 2005AF-F 2017W7HA] Alo]H Yol tgh Q14]o] J7tstkal J-&
Hojzoh ia] AFEAE BE AP QAE FojA 1T TH 9P 4E0] 2005

@ 75 o)A 20174 187 o2 26 ol F7ke Ao Uperie,

(O 1I-6) OI= &&APE QIAGH= AOIHLIY 2 2222 37t
0.035 200000
w” /‘:}(_. 180000
E 0.03 \
% 160000
E 0.025 // / 140000
o
g
}_; 0.02 120000
2
2 / / 100000
2 0015
£ /""“, 80000
£
g
3001 60000
=
= —— IT/Total 40000
£ 0.005
—#- Total # of Risks 20000
0 0
2004 2006 2008 2010 2012 2014 2016 2018
Years
A} Song et al.(2018); SEC Edgar 10-K Annual Reports
(22 11-7) 012 AR QIAlsHs 1T 2t 93 2mo| 57}
0.9
A
N ‘\\\A
v _\‘_—R‘\\
0.6
\.\ - o

0% e
fr/r>
0.4 //
. o
0.3 //__/- —
0.2 /
~+— |T Securlty
0.1 |
—&— [T Performance
0
2005 2007 2009 2011 2013 2015 2017

A& Song et al.(2018); SEC Edgar 10-K Annual Reports
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IT 328 AR AEL AIHYHUT Security; Cyber Security)d IT A=dAT
Performance Risk) O & Uz = ot (O™ [I-7>3 o] IT YT 34 5 Alo|H Y
o] 2HA|5H= HI&o] 20059 15%CN1A] 20179 55%7HA] A F718he & &= Qlct. ¥t
9, 1T g5 Aol tiet Y1 8452 374 Eole AS 1T 4= Utk

2. MO|HES I Q1A SH2IAL

T AfOTHES AARE RARSIAL A & 7Hsd= &RI5H| #18) Atel
HE ol tigt 7|g o] e AR

7h. MO|HES0| 2ot g

WA 271 Aol R Y A& o T3 AFGS A Ec) (18 [1-8)2 2016 MMC
AL AAA Aol B BARE S7PEE B Aiolct.

(O3 I-8) /i AO|HES HAHZ 2H(2016H 7|F

Share of cyber insurance premiums

United States Europe Rest of world, including APAC

ALZ: MMC; Oliver Wyman
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ol AAo] HAA B RO) B0 S § AAo] 45 AH|sHe
A0 pepideh. opAloh B HeRS LSt 7]Ek Aol o] BAe MR 6ue] &
e 208 ARG S, Ao]uFZo] 74 go] WAISH: ulFo] A Ao]H R

NAFEE 7} 2 Ao &2 golg|9ic)

(18 I-9= AtelHEY AGe] S7F F:0]5 HolEth PwCARR} 20| =(Lloyds)
F8IF0] 20158 59 7YRE 20159 6¥ 12971A] PwCe] Ato|HEY 17RO
CIO/CISO YHEE WIHENS: F1] 37%, 51 30%, OFAIo} 16%, ‘W] 14%, S5
/OtZZ7} 3%) 02 HAIGH A FAL AT Ao E Y AR A2 o= ST
I = Ao UETE A AIRZIZER] 2014 0= A%F 2509 9] 02
A, 2018 AL A7 5209 DE](2014F 9] 24), 20208 AL A7 7509

922014 9] 3H)Z A= ATt

Value in billion U.S. dollars

2014 2015 2016 2017 2018 2019 2020

A}z PwC; Lloyds Banking Group; BI Intelligence

(19 11-10>2 20164 olo]q] HAE(A. M. Besh) A7} U]= HPARSQ] Alo|HH G
55 57 ¢ Ziolth AIG IF0] AEE AIHER R} 239 R E 7MY w2
A0 7 YERITE XL CatinAmerica 1553} Chubb INA 15 E35F 19 &8 o]A49] A
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oHEART} AEH ALE ZRAE QI o]Q]of] AZIHE AR 50005 Y o]l £
8 HIYAEL Traveler 15, Meazley 28, CNA B3, Liberty Mutual 23, BCS H
9, AXIS B3 1F0] AU

(A8 I-10) AOIHEY B3z 7|1E 49 B8 2AEQ016E 7IF)

Amount in million U.S. dollars

A}z A. M. Best

(O™ 1D L AANetDiligence)7F Afo]HE o 7HIE 59171 7| 4E o
FoR By ALt #WRst] 2ARE Adfolrh RARE AtolHARIES 201497}
2016 Atolof] A=Y, AA BT 7 F RS 5827 v]=of|4] o]Fo]
AL, 2702 ARyt 4742 F=, 2702 S0l A o] FolFTh 27%Y] AR s 9
SA] HAYEGITE APoHARILY] T E AITYRIES M E/Hol2| A(16%), EL
Tt E BEA02%), A9 AL(10%) S0l et a7l ofsh WAH A HuHoR
199 22 9] B8-S WIAIX] A0 & RAME|Q(LE. T E/Hlolg|A W EfFA 0
2 IS APIES Bt 409 g29] Bl-go] T S5 A7), AlAH] o, &
=

=
T A Aer S AREL] gt w109 29 ol

r [¢]
N
h
%
EY
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a3 I-11) AHEZ Z29 23 37 =7

0.0% 5.0% 10.0% 15.0% 20.0% 25.0% 30.0%

Malware/virus
Losstolen laptop/device
Staff mistake

Paper records

Rogue employee

Al other causes

Share of claims.

Costin thousand U.S. dollars
0 200 400 600 800 1000 1200

Hacker 1,060.21
Rogue employee

Malware/virus

Wire transfer fraud

System glitch

Theft of money

Staff mistake

Phishing

Lost/stolen device

Wrongful data collection

Business Email Compromise (BEC)
Ransomware/cyber extortion

Paper records

Other

Z}&: NetDiligence

(I3 T-12)= AoHEZARRS] BAF 20| st BAolct. AFHE 3 (Scott Insurance)
A7} Aola o] A8 1% 3337 719 o By FRE ZAR A
6432] BHAFo] Holel U BAHE A0 ZAETAT 50% o4 4Fol
HolEl 8% BT 18, EAT/HG B, Aol 8 o] HYHL A0 et
ek
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(3 1-12) AloOlHES| 2 3R

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0%

Data recovery

Breach notification costs

Network or business interruption

Cyber extortion

Reputational harm

Fines and penalties

Professional liability

Theft of trade secrets

Don't know

Share of respondents

A} Scott Insurance

ol9lol = HuAst, HF/H2] H-E 50| B YgoZ RISt T2 XA
A, Aol E o] 7115 7|AE 5 7%9 ZT 18719 Yol Alo|HREE H1E S A
o2 Yeptthag 11-13) Fan).

(O3 I-13) AOHEY 23 H72016H 7IF)

100.0%

93%

90.0%

80.0%

70.0%

60.0%

50.0%

40.0%

Share of respondents

30.0%
20.0%
10.0% 7%

0.0%

Yes

A}&=: Scott Insurance
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Ll 7129 AO|HHERI0| 2ot Q1AL

Tha Ale|H Y A GHiE 918t WokS HAISH ] fI5], 7199 AtelHE 3o
T3t Q1o tisf EAgH Aato|tt. (O™ 1-14)+= FE5](Zurich)Ake} oj=Hto] Al
(Advisen) A7} 3502 2011 E 2015 7HA] Alo|HE S Fufj o|gke: AR A3t
oftt. 20154 Hlo|E &= 4487 2] #H T2 AHRisk Manager), HAT1 GEAL A
E7HeE d o2 AU i3k Hl&o] 20119 24%0flA] 20159 64%2 °F 3
v 71 A o= Uit

(O3 11-14) MOHES F0jelst MEZXAL Z1K2011~20155)

®Yes @ No

Share of respondents

2011 2012 2013 2014 2015
A}F: Zurich; Advisen

(18 [-15)& AT EY] 429 ZHoA Ato]HE Y O] vt o]fof Hjgt Hlo]
Elojt}. 2016 ml= AjofazoflA 7HXE ¥ 2 23] ¥ S3|RIMS: Risk and
Insurance Management Society Conference)o|A] AFO|HEELS JLufjdlA] = 7Y
9] 9= KRisk Manager) 10270 A HZFAIRE Aafo|t}. 44%2] 7] F-> Afo]H
Hyo] Ui BRsA 7hAsHA] htthal tiEshAaL, 34%9] 7142 AtolH#lglo] &
#5] 24 ¢7] wzoll AlIHE RS FuishA] &R A0 R Uttt 22%9] 7]
O|HH YO 2 B rE vl o] & A&
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(27 1I-15) AOIHEY HIT0H AKR(2016E 7IF)

0.0% 5.0% 10.0% 15.0% 20.0% 25.0% 30.0% 35.0% 40.0% 45.0% 50.0%

Cyber insurance is too complicated

Perception of insufficient threat

Cyber insurance is too expensive

Share of respondents

Z}&: Munich Re

(O3 [-16) AOIHES 7tAHE AR(Q2016E 7IF)

0.0% 5‘,0% 10.0% 15.0% 20.0% 25.0% 30.0% 35.0% 40.0% 450% 50.0%

Inadequate cyber security testing procedures and audits ; ; ; : j i ; ; : :

Inadequate processes to stay current on new releases and patches
Inadequate cyber incident response plan

Inadequate backup processes and recovery

Structure, size and configuration of network

Inadequate policies concerning the security of vendors and business partners
Quality of security software

Quality of employee training on security issues

Lack of adherence to a published security standard (e.g., ISO 27000)
Lack of CISO or similar role

Inadequate security score provided by third-party service

Other

Physical security of data center

Share of respondents

A& SANS Institute

(Y 162 AolHEy g7 SwolA AR 71415 ARt ojge]
ohat Ahszo]ch. ARAGSANS Institure)ol 4 AAISE ZAJo] w2, 44.7%2) 79 Afo]e]
HOH A U A} ZRAAY BAS ARAGE SUL, 40.4%0) A AR AX
E9lo] YulolE X AA0] BAZS o §2 ST Ao|sakao] dhat tha B4}



AfoIESIz 2 AjoIIEIE B8

AR 2 A% ol GGk 0|2l W) mzAlx0] BA, UEDL 72 % 4%,
St 7|95 Ao]HESt §H B4 So] 71AAH AR ol §E AR,

& ol A= AtolH e ] FE, AfolH ol tigt 7192 A4, AfolHES AR
g HlolEE A JEESAE0l di &=t S7re] wel &
2] o] 55 Ftee si71 9] AleIHE AR F7ISHL Ut 7|42 AfoH o] tiet
AL Srj= 1 QI o]of whet AfolHE o] Higt ol o S7HEAL et SHA|
TF Aol E o] gt o3 F=5, AtolH Aol it tf-SFAl 59 olE EIAARY
o] obz] F<23| B/Jot=A] ek AJEiolth. Aol ol Higt ARt HlolE 7T &z
B vl=o] AfolHE Y Algg Amkstal Aot

el
oldh
2,
=



III. Aol SHEAA W

B QoA AW YY A5 AAZ oz =43517] gt HholErHte] B E
2 AAstaLzt gtet. A, Al A4 Ato] = AtelHZ Ao gt F

£ AEY. 123 s Ale|HEA HH ol E 4 H BAShe AlARE st
of, Ao H ALY SHAAE AR o] Bl FFH R, SHAAE B3l Aol
HEY Hlojg EEI}o] 7]ofstarz} gt} of 2] Alo|HFE & F AdolHd HE
(Outbound Spam) HJo|€]e} 1] YALC] E(Phishing Website) BloJEE 453
Ao HFEZ HloJEl= tjEE IP FA(Internet Protocol Address) 7|& 0.2 $3]o] &
=4, °I& 71#¥E(Organizationlevel) TloJE| 2 A 2|5}7] 213t 3TA| Wil (Mapping)
RS AARIT 7138 HlolEE o]-8-5to] AFdwi(Industry Secton)d 7S &5}
of 3= 71HE9] AW S HAT o R, At AtoH R tlo]
Elo] thet AH F-F X ZAISH= o] o DA 7S] AolH Y B I
FEA], BEAYS Boto AnEc duAd T FE-2 9A7F FA3E Choi et

al.(2018) == 7|¥te & 3t
1. AojH2= &3 73 & ooy &

7k AR THE: RH(Botnet)

Aol olafs}7] A, T 930] TR R 4R ELlBotnedo] Tt ol
7} Lasith. Byl 7S] ool B0 AT PREHS| YEYZoT B
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5 oo Bule £uuke] 3 AFEER A (O™ IFD-2 2H9] HEEo]
o} o] HERIE MPFE, HiolA Fof AdE HAFEHEE =L, ZUAH
(Command and Control Server)& &5to] S|AE2] o] wet 2HH RS &

Gol= f|AES FutAE(Bot Herder; Bot Master)ghal F2=4], £ulo] AA] G2

& 2451 A2 b olET TUE FHES A ASAL B B4 I8
B A7 giFEelth B EWA ok® Aol U(Spam) HFLE, ¥4
(Phishing) &2, tJZ=A(DDoS: Distributed Denial of Service)gdZd-S $st= o F
2 Aged

Bot Herder

Lt AOHEZA HOH &7

Aoluigze 2 Yo SAL W 4E BFHY YEHAZ Flo] o]0
Lo, 1% A Ao]F A Aol Uzt 34 F o] thote] Aokt ik
< B33} Anderson and Moore
(2006) o] T, 90% 0] 439] 2ol B o] O3] A A= heht
o} §18k4] Gk oA ol o] tfiAe] Aqolr). BHRES] JEFEE sto]

Aol do] ARgE= A9k L FF I AE A5 A AGAR AR
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7| gtk 0)0) YA ERUAIQ) E(TargenAlo] ol2ol5d 20134 Apo]e]
TAY AONAE, Hgo] sz Aotk ATH AL Flo] PITES} B A 4T
o AX|5] Zo] EA|9) etolglr.

T FAL GAL YAIO|E(Fake Website) 292 53] o] 2ojHic}. o2 Sol, 414]
28 Yalo|E0} FAT TS 744l Afo|Eo] Tl HE FEstol, ofolt], ]
T 5 AUNYRE Sk BAAC|EL oPTIE e} e 231 33
2 SUSP|E Stk Aol B BE 95 ad AUl 75 o] ES o] §ake
7357} s olct

2. MO 8ICIOjE +& R X2 AAH

2qlo]v]| A} 5 Aol B Aol RS ZHY 4 Qs £ HolHR 38D
oIk @A AFHEol, Aol ullo] ofs] ATl A7} chRBolch. 18]
D2 5% Qe 1P Fa0)A ik Aflolu|o] WAEE A9, 31 1P 347} 29
s A2719) Hglo] HoRPS HIH O & 5 Ak AN OIES 2] 919
A AATEZE ARG ST, BT A 1P e SS9 3

OF3E & 4= Ik o]} o] Aol L WAAo|E Holej 7t Aol AR L & 5=
9= wlolEl7t B % ik W, g wlolElE WA AAT9) o] dhat 435
A4 (Active Inspection) glo]L=, Ho|E9] 5 4% (Externally Observable)& & 4=

9lehe 2 o] ik

:cé
%
ofl
>
[>
o
1o
o
2
2y

b A|AR AX

AoH I B HHolEE 3 9 24517] flsiiAl= T8 tlolel A2 AlAE
7ol @) (1Y MM-2)E Choi et al.(2018) =R2o]A] AAH STLE 7|utke]
AolH T Tlofely] AAFS] Fxolth AfolH|d HoJE= CBL(Composite
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Blocking List)!0¥} PSBL(Passive Spam Block List)!DojA], TAJAIC]E dlo]E|&=
APWG(Anti-Phishing Working Group)129} @ Z 1] A](OpenPhish)130j|A] 3]sttt 4=
¥ gulo]E{(Raw Data)= IP 4 T2 A= 0l ol 7|AHS] dolH=
T/g517] 917t IP — ASN — Org®] 304 Wi HAE #A A MySQL o] o] 20
BE7E J-ET 33 HHIJAIE sto], 7| AloHee] S84 3 HIAE o]
A gl ulo]A] Fej= AR

A9 71#E0] AR PSS FA517] At Al
U] FAl, FAl, 7|22 M2 =(Sendgrid) A|AB 02 243511, H|o]A] v
T 7152 EiA AlAER] 0 (Piwik) 02 7] S5tk

l >
i,
ftfo
-
et
_0|L
2,
)
e
By
i)
=)

(I8 M-2) MO HIOIE 8 AAY 7=

MysQL Email
Generator

Sendgrid

Data
Collector

IP > ASN -> Org
Mapping OrE/cour!trv/infiustrv
Security Rating
Web
Generator
Back End — Local + Cloud Server

OpenPhish

Search
Engine

Org Security Report
Pages

Front End — Microsoft Azure Cloud Activity Tracking

A& Choi et al.(2018b)

Lt, AIHO|HQY, I|AIRIAIO|E G|O|E

2 Ao A AREE Aol A H|o]E A|5-AH] 2= CBLY} PSBLO|H. CBL2 23

10) https://www.abuseat.org/

11) https://psbl.org/

12) https://www.antiphishing.org/
13) https://openphish.com/
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Ol o] WHE P T, A WAF, P FAZ 2YoHE P PR RY HR 52

Al Esk=Hl, sl 1GB =] H|oE7} Al 3ttt WA= 20113 F-E] CBLH[O[E|E
U(Daily) G = FHSFHIL, BAZA & 3,411 48] Agolv|d Ho[HE 45t
ATt PSBL CBLO| Al 33k H|o8 FR{oll 7150, 2o|r| U] & FEE A

Zakh WAk 201245 PSBL YolElE s, BAZH & 49] A9 2ol
BEREEREE L

oo, TAACIE Holg $3E giste] APWGE QEWAIE S
APWGE BESH: 7 2 34A10]E Hlofgo] 1, 2013058 1328 7] Hlo]ei
Sk, SETAE 20159 725 E LT, 769 A ]S ALY,
7} Hlo]el MAJATo] 2 0] URL e, BLE A7}, APgehs BAE S0 u7} ok

E

Ch. QIE{S 29| 712 OHE Z2MA

FRE dHolE= P F4 S92 F4HoI%l=H, olE 71T HolHE 74
5171 1A= IP — ASN — Org®| 39A| tl A7} 7 Aokettt. HAA 2 IEHl F
A= 5709 AFGRJIE|W7]S7|THRIR: Regional Internet Registry)ol] 2]of =|Hch.
=S %3S ofAlotEjE Y F7ES APNIC(Asia-Pacific Network Information
Centre)7} H2]5}a1, E1] oS- ARIN(American Registry for Internet Numbers), &

u] 5 LACNIC(Latin America and Carribbean Network Information Centre), &
Y |52 RIPE NCC(Réseaux IP Buropéens Network Coordination Centre), 181l
ol g7} thH-L AfriNIC(African Network Information Centre)o] 2J3f #&]=lct.
(¥ M-3) 57 tf59] RIRES Hoj&rt
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(I8 1M-3) AUE 22| 712

arriic B ()APNIC B AREN BN (acnic® = RPENce

A}=: https://www.arin.net/knowledge/rirs.html

A2 7125 Y R4S FR] AL Y F7HE WS RIROIA
ASN(Autonomous System Number)S SFgtlotof St} Z9-of uwha}t E<4=0] ASNS
P 71T SUe 2 ASN ofol [P 4 FeTiol EENetblock o] T
Hrk10 [P 24 71202 S8 Ao]H|91 vlo|e2 7|2k dlolelz s 9
A A wigo] Bastth o]F 9Is e (Team Cymr) Hlo]E ol 83+
ok WA 1P A7k EE AN SR, o Aol A48 ASNE ok

ot vpRjeto = H4eE] glojE § WHOIS AH|AE §35t9], s ASNS #2|5h= 7|

14) YIEZ(Netblock)2 7320 uwg} A EYl(Subne)C 2 EI7|x T+
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(O3 -4) AEA =

144.214.105.25

T

CityU campus network

144.214.0.0/16

T

ASN: 4158

A7 Choi et al.(2018b)

ot of=7 | Y4

ALod

—Hd

A 7|02 MW= IpH

, 144.214.0.0/16
15t mapping
 —
Team Cymru I
Netblock belongs to CityU

2" mapping
—_—

ASN: 4158
Team Cymru

3 mapping
—
APNIC Whois

Team Cymru 18

City University of Hong Kong

= HftH
T oH-"

HI

CBL, PSBL, APWG, Q&3] Hlojgghg 7|Z 0.2 Alo|9|lg ZAsk= 9]

rr

flo

JAA
. o1& #8l. A=

o

3 7|go] Yl F25 F

(KISA)o] 1371, KT=

3 W sfgHlolE o] AtolHE-Zo] A
718ho] 3R] b= EAI7E AR 222 Q1(Comprehensive) AFOIH 9]
£ 753V AsiAde A8 F=45

1 RIROA] Weh5h= ASN Blo[El & &=
e 3 WO 7] B AE

P2 210 & SRIF QI £4=0] ASNS
Eo] th AR ¢ A=RIE 18709) ASNS BElsta 9T, F=AEUNZY

12719] ASNS duioky, 7L 0, AI3k28), SKEZEHl

A EA] o2 71, AfolH 1ol Hi%- &
=

=
—

=
slcigkro.

Shgake 4| 7|13 2| AEES S sjof gt
sttt 1% APNIC glo]

, ASN | AE, 35 7|39 &=

O 2 % 8067]12] ASNo| EFHOIUAL, F 543712 7]

%
deloe 7w

Lo



AolHigIs) S et

o]Q]o| = E2=0] ASNS 7[R T QI 7| TS 1G]
AT YA HiF29] 7] @49

E7F 570 ol de] ASNS BE|jith
15, 7Io|2E, =923, LG CNS, ti € 501 3

ASNS T3ttt
AIH LI AeE HF o g SA5t7] siA, 71Tl a%H
BREWE 53 22 GARAN: ARAREAEC]
Pt 22 5871 B2 FE IA R
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*H.24 Y 0Y(49~52)
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HNAIIAIY B2, Al XIR Y o AMH|AS(74~76)
0,33 9y, 34 U AE2E WH(84)
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A& http://kostat.go.kr/portal/korea/index.action
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Fio.ws v 1 ksic10_category
8785 C. Manufacturing
1519 J. Information and communication
1134 M. Professional, scientific and technical activiti

924 G. Wholesale and retail trade
749 K. Financial and insurance activities
378 F. Construction
182 H. Transportation and storage
112 N. Business facilities management and business sup
77 D. Electricity, gas, steam and air conditioning su
70 P. Education
70 R. Arts, sports and recreation related services
49  A. Agriculture, forestry and fishing
42 E. Water supply; sewage, waste management, materia
28 |. Accommodation and food service activities
28 L. Real estate activities
21

21 B. Mining and quarrying
7 S. Membership organizations, repair and other pers

A& 7] gelolE
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280
153 Education
82 J. Information and communication
75 Nonprofit
67 Government
42 K. Financial and insurance activities
35 M. Professional, scientific and technical activiti
29 C. Manufacturing
21 Research
1 G. Wholesale and retail trade
F. Construction
H. Transportation and storage
N. Business facilities management and business sup
D. Electricity, gas, steam and air conditioning su
B. Mining and quarrying
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Or eh=712e| MoK 53 21t

= 20181 54 HloE 7|EL= St o] Ao|H Y R|g ST Aol
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Eli= et AloH 913 £4 ZRAE Alo|EA gel7lsstth

(I¥ I-8)2 AA| Arda-g getst A4 B7olct. 71 AlolH9d 2|7} &2
7132 KT IAH 2209 A o[ DAL, thal 2= ASAEFGCT 7), dA]
HordAI29t 84 7), KINX S2-E AFE 4A(21,0007D), HloTH(7,50071) 52
EBAAA, Bt 4,4007), a2 ista(4,0007), st 3,30070), g
FARE ATA2,5007)), HEHSH(2,1007]) 50 W2, ATL7|To] AHE AA|8)
et

O

15) https://misr.sauder.ubc.ca/cyberrisk/
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(23 1-8) o= A|H2IY #Z - Tx(2018H 5& 7IF)

Select Year-Month reset Select Sector reset Select Criteria reset Select Domain
2018-05-00: 233 + Al 233 ¥ Volume: 233 ¥ Selectall ;
Rank Year-Month Domain Sector Criteria Metric
Rankings
1 2018-05-00 kt.com Al Volume 2281400
2 2018-05-00 sejongtelecom.net Al Volume 50244
3 2018-05-00 nexg.net Al Volume 28008
4 2018-05-00 kinx.net Al Volume 21422
5 2018-05-00 navercorp.com All Volume 7507
6 2018-05-00 skku.edu All Volume 4401
7 2018-05-00 korea.ac.kr All Volume 4054
8 2018-05-00 cju.ac.kr Al Volume 3349
9 2018-05-00 kaeri.re.kr All Volume 2547
10 2018-05-00 daegu.ac.kr Al Volume 2124

A}&.: https://misr.sauder.ubc.ca/cyberrisk/

(19 M-9)= 2571 THEH Q] F47} ac krolu edu® Eh= 7] 2] AloH 919
PB7olct. g ddista e} st Uzt 434 2 o]4ke] Aol U WA A
A 1, 2915 AAISHA. o] @l A5t (3,3007]), Thteietan(2,10071), AAIHH
313(2,0007), ZLeish(1,9007), &5k (1,9007), A&tk (1,5007), HE-
st (1,2007)), F=2hstal(1,2007)7F A5 AHASHAT 146719 w571

=
537] 7] oll A @ A o]4e] Agolu|lo] WEIglck. ko] Y 1P Fal B
2 39 P50 FriEol} L] SHow FHDHCPEEY, SIS AR

of

Bol thak AfelH 91 Tt HEFLS & 5 Uk S AtolH ek 14735}
o
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(23 M-9) o= A[HLIY #Z - u]7|2H2018H 68 7|F)

Select Year-Month reset Select Sector reset Select Criteria reset Select Domain

2018-05-00: 112 ¥ | Education: 112 ¥ Volume: 112 + Selectall :
Rank Year-Month Domain Sector Criteria Metric
Rankings

1 2018-05-00 skku.edu Education Volume 4401

2 2018-05-00 korea.ac.kr Education Volume 4054
3 2018-05-00 cju.ac.kr Education Volume 3349
4 2018-05-00 daegu.ac.kr Education Volume 2124

5 2018-05-00 yonsei.ac.kr Education Volume 2082
6 2018-05-00 kangwon.ac.kr Education Volume 1998

7 2018-05-00 wsu.ac.kr Education Volume 1958
8 2018-05-00 snu.ac.kr Education Volume 1572
9 2018-05-00 chonbuk.ac.kr Education Volume 1288
10 2018-05-00 kw.ac.kr Education Volume 1281

A} https://misr.sauder.ubc.ca/cyberrisk/

(9 M-10>2 20709] HR71FHEA Q] F47} go.kro|L} govO 2 Bk 713D
Ato|H 9 7ot 2018 5€Y 7|02 AEA|(seoul.go.kn)2} FFEWGA ol ATk
AtoH 91 471 A o] €lof] F=FARSAL 52, =T,
AN IS, JEBANAN T, ASEBANST, SFAAT L3, o
FIEFAATE 5 18719 HF7| T A= CBL Hlo[H A2 Alo|H o] FAE]
A gotrth 20189 A Hlo[HE 7|EC R RS, ASAl, ASAIWSH, B
%, AAWSEA SolA Al 247F HAE . tig7]3ho] olo], w573
A 9] Afo]H ot W7} HESe sholsleit). 0]Q]o] AH 7| e Kot wha]s} th
07 Foto] FRlE Uk
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(I8 1I-10) ot= AIO|H2IY WZ - HR7[24(20184 58 7IF)

Select Year-Month reset Select Sector reset Select Criteria reset Select Domain

2018-05-00: 11 +| Government: 11 ¥ Volume: 11 4| Selectall v

Rank Year-Month Domain Sector Criteria Metric

Rankings

1 2018-05-00 seoul.go.kr Government Volume 1703

2 2018-05-00 korea.kr Government Volume 130

3 2018-05-00 kic.go.kr Government Volume 0

3 2018-05-00 koreaexim.go.kr Government Volume 0

3 2018-05-00 kosaf.go.kr Government Volume 0

3 2018-05-00 use.go.kr Government Volume 0

3 2018-05-00 nipa.kr Government Volume 0

3 2018-05-00 sen.go.kr Government Volume 0

3 2018-05-00 nec.go.kr Government Volume 0

3 2018-05-00 1s2020.kr Government Volume 0

A}&: https://misr.sauder.ubc.ca/cyberrisk/

(O M-1D2 Y7 =R F47F or.kroH org® Sz 7|39 AfolH
A A Sganelnh. F7H A et =29} =Rl 2 Aol Aolrdo] Zt
6007 WA ATt 2018 WA HolH &l mE FAESAL LR, A
Holx 5, AStEd 8 eolA Aol A & SAI7E AR = Aet. Wi, EeA7E
o, FARRIPAE, Sactaowd, HaEolEdAh =R StHTE SolA
= ™ol AAEA ekt
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Qg m-11) 8= AMO|HE

Select Year-Month reset Select Sector reset
2018-05-00: 37 % | Nonprofit: 37
Rank Year-Month Domain
Rankings
1 2018-05-00 gtp.or.kr
2 2018-05-00 kocca.kr
3 2018-05-00 kidi.or.kr
3 2018-05-00 sahak.or.kr
3 2018-05-00 dumc.or.kr
3 2018-05-00 ekrorkr
3 2018-05-00 khug.or.kr
3 2018-05-00 cef.or.kr
3 2018-05-00 fsec.or.kr

A} https://misr.sauder.ubc.ca/cyberrisk/

Y W-12= S 5 16709 AzGHe] et Aolulelg 4

S 27| -

O oo

Select Criteria reset

+ Volume:

37

Sector

Nonprofit
Nonprofit
Nonprofit
Nonprofit
Nonprofit
Nonprofit
Nonprofit
Nonprofit

Nonprofit

Select Domain

¥ Selectall

Criteria

Volume

Volume

Volume

Volume

Volume

Volume

Volume

Volume

Volume

HIZ2|7|24(2018H 5 7|F)

«

Metric

697

662

% Ao,
e

e} RF7], AdSTY, A SolA Agolw o] tha TSkl SHAITE Al

HORRY, AT, PRSI}, helAlek HaAkl S BAZ BEA elokeh

(I3 M-12) 8= AMO|HLIH

Select Year-Month reset Select Sector reset
2018-05-00: 16 +| C. Manufacturing: 16
Rank Year-Month Domain
Rankings
1 2018-05-00 hanwha.co.kr
2 2018-05-00 ottogi.co.kr
3 2018-05-00 hhi.co.kr
4 2018-05-00 shinyoung.com
4 2018-05-00 namyangi.com
4 2018-05-00 posco.com
4 2018-05-00 dsme.co.kr
4 2018-05-00 daewonpharm.com
4 2018-05-00 boryung.co.kr

A} https://misr.sauder.ubc.ca/cyberrisk/

52 -

Select Criteria reset

% | Volume: 16

Sector

[e]

o

(e}

[e]

[¢]

o

[e]

[e]

[¢]

. Manufacturing
. Manufacturing
. Manufacturing
. Manufacturing
. Manufacturing
. Manufacturing
. Manufacturing
. Manufacturing

. Manufacturing

a
v

Select Domain
Select all

Criteria

Volume

Volume

Volume

Volume

Volume

Volume

Volume

Volume

Volume
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(9 [M-13) AR 5 387119 FE-SAGA 0 et 20181 582 Afo]H 9
9 Ao Aotk KT, A, &9 AA], KINX, Hjo[H, 7H]of, ojyd], LG
B 59 AN Agolrd TS A7 A=A 53], SAAEAREC]
25k 1P A0l 4] G Sputof| 4] et 7 o] Aol o] WEE Qlrt. FAIYA
AA-F= Rt A|LEIRTE of e}, FlRIo]EARS A 1P F+4F TP &£
IS F5f NAANEAESY EetEelr) vlwa] RS SRlg & QU 4
A7F FNR/AAEAES] Ale|H 919 ZAIE AAIZ 02 TSt o]of tf-g3ekE A=
Aoz ANt 2H, AAZ Q] AIH Y 8452 £U 4 = A 2E 7|tH

TAZF S Choi et al.(20162) =20l A= o]2Rt 2 o]83to] FAAAAT AL
o K ot} A so] HfojRKDefender) ¥ ARG AKInsurer) 2] HT-Z F-Alof =34

A& ARYSHA. =, NJAAEAENA FHEA A o] ol ie Hbgh] Au]Aet Ab
olHEY Au|AZIA] A3 AL AU} o]F Managed Security Service with
Warranty(MSSW)2}aL B 5H3iTt. o2]eh Ale|H g el 9 Y AMu|AE Aleo
EM, AU A 21 Afo]H Heto] Aotel= Aoz 4ok2 o2 FH5I3iTt.

A= l:>
rlo

i)

(Y M-13) 32 AOIHPIY Y - YRBSA(20184 58 71F)

Select Year-Month reset Select Sector reset Select Criteria reset Select Domain
2018-05-00: 27 % J. Information and communicat ¥ | Volume: 27 v Selectall :
Rank Year-Month Domain Sector Criteria Metric
Rankings
1 2018-05-00 kt.com J. Information and communication Volume 2281400
2 2018-05-00 sejongtelecom.net J. Information and communication Volume 50244
3 2018-05-00 nexg.net J. Information and communication Volume 28008
4 2018-05-00 kinx.net J. Information and communication Volume 21422
5 2018-05-00 navercorp.com J. Information and communication Volume 7507
6 2018-05-00 gabia.com J. Information and communication Volume 524
7 2018-05-00 initech.com J. Information and communication Volume 64
8 2018-05-00 gsshop.com J. Information and communication Volume 28
9 2018-05-00 douzone.com J. Information and communication Volume 0
9 2018-05-00 infrawaretech.com J. Information and communication Volume 0

Z}&: https://misr.sauder.ubc.ca/cyberrisk/
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O M14% RS % 14719) F8AA0] et 20184 599] Aol#l9ia A
2 Asfoley. ths]E, o HolElol AL BE FgIAolALE Aol B4}
upelA] gt B AIATL Mw AAsA Aol reto] BelEl: Ao 1al
o}, sx)5t 20189 A7) Hlolg] 7202, 7Hlx 0w At 4G o)A
Ato] 1913 8 A7} a7 Ik

(O3 m-14) St= AO[HLE B - 28/2Y(2018E b 7IF)

Select Year-Month reset Select Sector reset Select Criteria reset Select Domain
2018-05-00: 6 ¥ K. Financial and insurance activ ¥ = Volume: 6 ¥ Selectall
Rank Year-Month Domain Sector Criteria Metric
Rankings
1 2018-05-00 hi.co.kr K. Financial and insurance activities Volume 0
1 2018-05-00 iprovest.com K. Financial and insurance activities Volume 0
1 2018-05-00 kbfg.com K. Financial and insurance activities Volume 0
1 2018-05-00 kjbank.com K. Financial and insurance activities Volume 0
1 2018-05-00 ktb.co.kr K. Financial and insurance activities Volume 0
1 2018-05-00 miraeasset.com K. Financial and insurance activities Volume 0

Z}&: https://misr.sauder.ubc.ca/cyberrisk/
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3J(Randomized Field Experiment)2 AA|SFC} Sk} ARSIESHA O 2 QAIE7}
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= 710l digt AlelH e St Wi SA%t e A, S &5
A7FEE, deEo|Alof, tiTt, ulFke. 5 67]=o] A% 1.2627]2] 7]3H3,2197] ASN)
off Hiet Aol A g 5785kt A ASSKRandomization) IS AA
A, 6317} 7132 A|ojxH(Control Group) 0=, UHZA] 6317] 7|32 A @ H(Treatment
Group)2. &2 A3ttt Alojtel £4d 7|HEoAle obrd 2AE F5HA] &2
Hhd, Aol 258 71@sdiAlE ol Lt FHo1AE Eot Aol A S48
IS AT AAAIZ o] Aot A2 BAH 2R FU 2S Wt
+ ZAnternal Validity)Z 215ttt 1222 49 ojFof &A%t &= 2] Alo]d
Aol ofste] AE AAS 1T o= g o Qo (O™ M-15+= A9 A
off tigt 7id ot (B -1 149 1,2627]¢] i3t Al

rlo

(O3 M-15) & 47

Entire population:
1262 orgs, 3219 ASN
In target Asian countries
After ORG mapping, divided
equally with randomization

E Y

Treatment Group :
Control Group : Email with a link to our
No treatment webpage contains target
org's security information,
peer rankings

A}&: Choi et al.(2018b)
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(1 7
Countries ONum_ber‘ o Control Group Treatment Group
rganizations

China 309

Hong Kong 309

Singapore 264 631 631

Malaysia 171

Taiwan 138

Macau 4

Total 1,262 1,262

A& Choi et al.(2018b)
Ll AMO|HSI™ Xtz SA| xHE

Aol 91 24 Aol et A= A3 Sistel, olH Azt Wsllol 4| 5 % 7t
Ao) ARFA AEE FE5G FRolY BES PO s AYolug, B
o]9} ool A ol UL ATk A oML 274 7712 20179 78,
0%, 1190 AU, ol L] H41, 41, D 5| A ARE 5] 9]
3fo] ALE 18] =(Sendgrid) 4|22 AHg St

7k 99 ol Qoll, s 713e] Afol I %91, A Aol 91 X527 A5t

i, gl 2] AAE BRI (1Y -16-S Folo] oY A2 SHelet

oIet.
Aelut 918 AgA] AolEole (1 M-17)7 2o 719 D A2 AMe 5
9 FANAglo] TR Teln o] 7 Vlehas ARl 97, 92,
A7 AFAS S AR AFEE (I M-18)S LeetuNAlibaba)ite]
20174 109 Aol #|9] X4 B3l
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Security Advisory | EARZE@ | FREZEIN

This advisory indi the level of p uparnemalsand his i bsites using IP addr owned by Henan Telcom
Union Te gy Co Ltd, d to other in Pan-Asia
Tl’lstlfwrmmmaybemwﬁlm ining inf i P

E S ERHESHenan Telcom Union Technology Co LIS MiEMNIPEESERIZESSANASLEE  LERESCERASS
FERSSHETEASRENTLER. SERSNARAREBETHSSEERTSSTENREER.

5@ ERE EHenan Telcom Union Technology Co LIdFF S ENIPR S ESMBSANNSSEED | UBESNUEEERS
FRSZIEMEEREGNCHTERER. ESESAETRISTRESEERETRNNENSR.
Composite Borda ranking for Henan Telcom Union Technology Co Ltd in May 2017:

Henan Telcom Union Technology Co Ltd&EMay 2017# S8 ERiEEHE

Henan Telcom Union Technology Co LidEMay 2017THES S B 8518 E -

Borda Rank Among HSIC Code Description
109 1262 631100 Data processing, hosting and related activities
Composite Borda score is mmmmmmﬁwm ranking indicates a hi level of
potential vulnerabilities. For graphics and morehfumalionabmltspa'nmunemdpﬂslhgsias inating your
visit our Organizational Analysis page. Note that the i P y yis

publicly searchable on the cybeRatings website.
E2FIGESsDETENESRCESHNEE EENELGESERERGATENRENSSNE. ARENL LR

HEEEE STHESFHSREADHACIEFIFNAINENER  SUMEMN0 G858 AE. WiE . BRSPHRE
HEEANS 5 FcybeRatingsiRiSH A S R

EsE T TENERERZ#A RS SENELERFERARMNTREATENKENE, ARERELERE
B‘EEIHR ETHESE2aSNOXHNIRSAESNIERENES RS8R0 LO94F TH. KR . tREPKRE
#9E B M B 5 iSlcybeRatings B35 A P 7 8.

Data source details | BiSFIEE | BUIRFEIXE

The table below shows the data source b dh of three of g and spam volume ings based on
collected from March 2017 to May 2017

EGREESRFIURASEEERSNSRITE=1A&EMarch 20173May 2017THH AR CRESNSRAEE -
E GRS S5 SR QTEE- RS S RE =T A@EMarch 2017#May 2017 AU ADREANTRAES -

Source Rank Volume
CBL 108 736
PSBL 107 48
APWG N/A due to zero volume 1]
‘OpenPhish 58 2
We hope you find this advi useful in g and perh improving your 'S rity. Should you have any

msm pleaseroplytomls«naloroomou us at
to your is 1089. Please include this Dosseir ID in all correspondence sent to us.

EMSRENEEHREACATRRSSFENAASHANLY, SN TAEZOEN K NEGESS SLESVREHSE

RATWDossier IDR1089. FERMBPEIHMHE | Bm—in DIEERR.
£NHBVERH|ETT RS EDTRORSFENAATHAELY, SETHATAEY, TEEX=S4  AWSERREHE
advisory@cityu . edu.hk.

®|AEMDossier IDR1089. FR{IxEstser  HF—FHLETES.

A7 Choi et al.(2018b)
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S N=SF BAOIE - HIQIHO|X|

FAQ  Contact Us

Top 10 ranks

G cybeRatings

tencent This ranking is based on the Borda score. It does not contain organizations in the

control group.

= :

DOSSIER
R A5 Bsic Rank Organization name Country CBL PSBL AWPG Openphish ©
1 China Internet Network Infomation Center  CN 19928885 20817 364 14 o
Tencent cloud computing (Beijing) 2 Chunghwa Telecom Co Lid ™ 9959369 2125 3 3 .
CoLd PRSI £ 3 Alibaba (China) Technology Co Ltd o 2854793 747 2 6 .

4 TIME MY 1209566 1627 2 2

5 China Mobile Communications Corporation CN 5249049 11301 © 1

previous . next 6 China Telecom (Group) o 950195 7846 1 )

7 SarHub G 4962891 3280 0 0

8 KbTelecom ™ 1573615 529 0O 2

9 MAGIX Software GmbH sG 1120842 4850 0 0

10 YIL Communications Sdn Bhd MY 573176 5023 0 0

A& https://cyberatings.is.cityu.edu. hk/

(23 M-18) AOIHRAY X=Z]F HAOIE - HEHO|X| 24Z(Alibaba)

201710 201710 201710
I 6 Score I Cument Oz

S0 30000000

0 votume. NN Curent ot ] vome

0000000

10000000

Rank amang i
‘peers, whie towards rightindicales beter securty among peers.

y i o
‘worse securty, whi lower volume indcates beter securty

AL Au a
201710 201710 201710
[0 oo I Curent Moot ] o I Curent oo, [ oo [ Corent oot o
100 T e S M EPIPEDS e
2 10
i 0 i
B 5 Fiso
4 14 -Brd
500 w

among among 307 organizations in
(eg China

‘Small rank number (e.g. Rank 1) ndicates worse secuty while
ik number (6. Rank 100) indcates beter secury.

Rank
(0.9 Rank 100) indicates better secury

A= https://cyberatings.is.cityu.edu.hk/
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d

(E -2 £ Y] AEE Fams 9 Aojis-So] that SAolck. & Agel
%834 CBL, PSBL, APWG, QEWA] Hlol¥] 7108 A4 Uxk ~fo||d ¥
A A%k G2k WAL E A ZAZole. AelusEt, ]3] TIE F IP Rk

M, AATEI0] AL o}, ARIEFIE So] AHEEITh

B -2y &% HolE S4

Variable Variable description Mean S.D. Max Min
CV CBL Volume 151661.8 | 2269080 | 1.00e8 0
PV PSBL Volume 147.9001 | 2698.253 | 157765 0
AV APWG Volume 0.2372 8.1761 456 0
ov OpenPhish Volume 0.3249 3.1254 105 0
Total number of IP
Number of 1P addresses owned by each 610223.4 | 7273093 | 2.33e8 0
addresses
company
If ha.s social If the C(?mpany.has at least 0.7035 0.4569 ] 0
media account | one social media account
Hong Kong Standard
HSIC Industrial Classification - - 960299 | 50000
Code
If has opened | If an organization has
treatment opened a treatment email 0.2062 0.4048 1 0
emails on or before this month
If has visited If an organization has
treatment visited our website on or 0.07080 0.2566 1 0
website before this month

A} Choi et al.(2018b)

CBL glo]E]9] ¥ W2 159 o2 394 Z 7P 7fur 2 A o2 yepgrh
PSBLY] ¥ Htghe 147710130t . ool Bls] Hat IJHACIE Ag= 0.23904
0.32% FFH7b vl 22 ZZ & 4= QUek 3 7132 B o7 617t 9] IP 45
SRS, 70%2] 7]l tojE ARE-skaL k. ARdtol A 20%2] 713
oA Ate] 91 S84 14| olH| DS FHSIAL, 7%2] 7oA FAIEE W
&3 o= YET



m T 2018-15

B Yol APH 0 SRt s AL, AW AFE Alolzn Az 9
FA%7} ol g A MeksheA] offtolck. ol 915} Aol v XolDiD: Differencerin

Difference)ehis SAMHUES 4831t ol S8 AT 242 915 P40l

Yit = ag + a1 x emailtreaty + 0; + o4 + €54,

yite= 7|13 i7} t2of] HRYAZ] Aol /T Ao E A A4=0] Zgfo]|Tt.16)
AYHQl emailtreatits 00w T2 1(AED9] S 2=t 012 £ A
T1 A

S5 APH O 24534 Sh setuleoleh. ok A7 1L

CBL 7|02 A370) 2go]HQ Wajefo] st Ao et
sk SHA thE A|4-So] thshAs BAROE o] gl Wsh wrsA ekt

(B I-3) daan ZZOMY s 712 71F)

7= CBL(log) PSBL(log) APWG(log) OP(log)
- (1) (2) (3) 4)
Email_treat -0.201* -0.0237 0.0464 0.00577 |
- (0.115) (0.0659) (0.0291) (0.0353)
Observations 13,560 13,560 13,560 13,560
Number of orgs 1,130 1,130 1,130 1,130

Z BAA 8914 * pd0.1, ** p<0.05, *** p0.01
A7 Choi et al.(2018b)

(E -0 A7 o] Aol A4 57t Fo] ke 2H= 717o] gPgstel, 43

=
T35 5743 2ot} CBLI} PSBL 7|&08 Agoln|d WAigro] §A X OR {9

uet £Eo 2 FAEIT. SHARE o 3] FAYARIE Aee SARLR o] Q=

16) AloHYE A4 BE H|Eo]A BHE(Skewed Distribution)S W2&4)|, o] X452 At
Busielel AFAALHN] Sloto] AVASES 2 1R



Afoltfele

SRR W

(B M-4) A3ayt SHYEY M AOHAY ZXIE 712 7|1F)
2= CBL(log) PSBL(log) APWG(log) OP(log)
- (1) ) (3) (4)
Email_treat -0.4591* -0.4381** 0.4931 -0.2563 |
- (0.2428) (0.2119) (0.3875) (0.3944)
Observations 5,472 3,144 744 1,104
Number of orgs 456 262 62 92

Z= EAIR 8914 * p(0.1, ** p<0.05, *** p<0.01

A}&: Choi et al.(2018b)

(E -5+ oHd 4l o] F o Y-S FHR 7B 72 AFaNE 54
3t Asfolcy
(B II-5) gt SFOHY st 712 71F)

T CBL(log) PSBL(log) APWG(log) OP(log)
- ) ) (3) (4)
Open a treatment email -1.440" -2.016™ 1.182 -1.451 |
- (0.811) (0.832) (1.209) (1.9649)
Observations 5,472 3,144 744 1,104
Number of orgs 456 262 62 92

Z EAR 8914 * pd0.1, ** p<0.05, *** p<0.01

A7 Choi et al.(2018b)

FIR=EC

BEE VIR AY

G 1-62 oY B olF AY Yol o] e
T 24 ol
(B [I-6) Aeigu SYHY EAOE HESH 7|12 71%)

i CBL(log) PSBL(log) APWG(log) OP(log)
- (1) (2) (3) 4
Visit treatment website -4.915* -7.989** 5.403 -3.824 I
- (2.836) (3.940) (6.840) (5.446)
Observations 5,472 3,144 744 1,104
Number of orgs 456 262 62 92

Z EAA 8014 * p0.1, ** p<0.05, *** p<0.01

A}&: Choi et al.(2018b)
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Sl & AT F olvldS S AT FA] Aol B0l W2t 50 digt A

(O3 M-19) 7|2 288 Aelgnt iy

Base Treatment Email

—a—{BL =—e=PSBl

A& Choi et al.(2018b)

4, 24

rh
>

JollM= Bidlole] 7|Hte] Aol 57 "2 AAISHIT Atel#EA0
< BB o8 7HA] Aol g4 Fol Histe] dEstitt. Il &
1L} o YAl E HlolEl & A8k, 7] Afo|H A A Aitse
< AABIA. sig HEES ol8ste] 2= 71 HES] AW e A& AXtelaL,
ARE AtolH Y F7F AHE EESkTh =] Afole ws7d | AHIANE:
AS9] Aol o] T2 AR Ut AAIE Ao g7} Al 9
F88Z 1S fl3l, T 78S L= AEB7E ATE SRt SAI9

o0

)
]

g
ot
=
s

it



INEEEES IR 40

+ @FEAS FHSIA ol 3l AeIHAH BIE-R7T AlelHd 845
Al71E ALE ZRIFHUT & ol AAlE HHolH 7R Aol 57 3

22 U5 AoHEY AATEE A5t Hlols BREOE A8 4 Y A0 7]



IV. AOJHALLL IS JHE

APIH E ] A ZY9LE flsiAl= EEH|olE Zigo] Easttt oF fst] o]
A ZolA= Hdole 718t Al SAAAE ATt & Follxd= At
gl Apo|HYF X 4E o] ®5}o] Afo|HALIL(Cyber Incident)E o] &ch= Rl At
SharAt gt ol= T FEet Holg 4kl 7]ofg Ao & ZHieith.

ZJZ vlgolg, Q13- A s(Artificial Intelligence), 7]A|85(Machine Learning)2] &

&3t oz o] dieh F&3t dlSo] 7hs izl ol et TS v o R, Alo]
HALLE | S5h= BES AIAISHILAL k. Afo|HALALo] Tigt A A% Hlo]E 7} 43
HolSle v ARE ol8sto], ASEDS /Ndsiqith Held BE o8 A A
94%2] SFE R 7| Afo|HALLL oS A5 & U2 ERISHITH

1. 7HEks 7t A ol 2X g2

7t 71AEkEel HE

AolHALL 22 FjEe 9iste] /|ASE PHES AGTHA St SAS
of ofeh2 7] oA A2 WA Agskast gk 7| AsGol Het B Hoks
o] £AJ5Ht], BEACR “SHaHolE|(Training Dard) 25 A2 ZdMode)
sisete] Az dolEo] thet A7k ol (Predicyshis 714" oletkar elstet. 717t
52 d&Ed(Predictive Modeling), Hlo|E]uto]d(Data Mining), H[S&EA4(Predictive

Analytics)o]g}al E8]7| & S}



Aoleirgz oz s [N

71AISRES hgst Al EAol ARGE AL Sl AlE = H oju| o] Al
A oAFE d&dhe 2WUEHY(Spam Filtering) 7]&, A87IE 7 9] A9 o4F-E
A &st= AR A|(Fraud Detection) 7], IEU4T8 AMSAL ofd Farg S8

2] dl&sh= Bl I (Targeted Advertising) 7]& 50l ARH&-E]1L ot

71Aek g2 ShsstlolE] W9 Y &4 ofFof et =85 (Supervised Learning)
1} ¥ =55 (Unsupervised Learning) © &2 -E2-A]-& 4= QIth

A=SEolA = HolEY $42 Uelis EXFeature)dt AE &|o]E(Label)o]
g asitt g& E0f, 2HYEYIABIASNS) AR o] dE14] EAE F= Hlof
Ao1A SNS ARGAZE A ARt A2 91A] E olF HlolHE AREShe A ol
A=y EAEL & 4= ok 93t FHAIARI(Recommendor System)of| A AREA}
9] o] BZ o]-8-s} 5 A9 AtElolth. =tk HEe, o1 7
olE dlo]E|9] &Ado]| W} oJAkghDiscrete Value)2] #lo]Eo] FojA HFEA|
(Classification)?} Y45k Continuous Value)9] Ho| &= S0 A= 3] 7)EA](Regression)
2ot ARgEY EAU 42304 241 BREAY Aol ¥, ST E
A= gAEAR AL & 4= Aok

=515 BAS SiEs] At 74 ¢E]E2 K-Nearest Neighbor(KNN),

_1

L

AL A5

Support Vector Machine(SVM), Decision Tree, Random Forest, Logistic Regression,
Linear Regression 5°] )t}

Bl SOl A A Flol HlolEl7h ol A4 9k, EAETS o] §5to] St
glol&lE 22AE P (Clustering)3tA U A HloE9] 42 8o6k= AIE siETt
t} vAESkSs 4 EEe 34 S9AEHI 27 A (Dimensionality Reduction) 2

l_‘

H 5SS BAE 4ok di#d &18]l&2 K-means Clustering, Principal

Component Analysis(PCA), Multidimensional Scaling(MDS) 5-°| $IT}.
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Lt AOIHALLL GfIS2H 2|

Ao H Y AISEAl= AlIH AR A|5E ARESHo] F20i7l 7] Ho] Ale|HALLE:
G| ARZ &t ZAloIth £ A9 A AW A7t EA(Feature)
HZ=0]11, A}3l o] E7} o]AkgEe] Flo]E(Label)o|t). 18 EE B BA|l= AEskG &
EREAR 28t 4 Sl

2. HoE =
7t MOIHALLL BOJE] 7

Aol HALTL Zo A 71 g EA Q] o] HK-8Z(Data Breach) AFalolth. w3 &
o] Z7Ha2 HE s AEFEALE Gt 7| HE0] ALFEE SASHE &
ot o] wizofl ml=7]#e] A H-FEARLe] HolE = vl & Ao qlt. Hd
H|o]E]= Privacy Clearing House(PCH),17) VERIS #|'HUE] d|o|E]8#|o]A(VCDB)18)0]

A sttt PCH flolels ul= EAEAE(U.S. Department of Health and
Human Services), Dataloss DB, 2]F-1]t]0] -5 TheFRl B8 Ao A] A5 8,06871
o] JEF20 it AT HEE Aottt H2tolE(Verizon)A7} |sh= VCDB
+ of¥] HolEjaiet A AmdfE RE 8,451719] FE{E0] It FEE A

Ttk 2 AT el AT, AT 95 V1% A% 50 Jrrt 24

17) https://www.privacyrights.org/data-breaches
18) https://github.com/vzrisk/VCDB
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71ASRs daElES 2857 flsliAl= Al 91F A4 Hlo|BE o]-&-sto] 2t 7]

ot EXA WS FE(Feature Extraction)sf|oF 3t} o]H Ao A= CBLY}:

PSBL Hlo[E & 7|E 22 EAFES £85It T tE AloH Y Hloly i
Al F7H o2 EYHSRE AT 4 QU WA F HolE AN Z 7|1 HEe] &

w1 Y 2HAIZFH(Volume), YA A4 (Count), AHEAY 1P 7R(Host) 5 6719 &

FZ0l9it} CBLolA = Adold|d-S WA Kullo] 23E]=t], EA7HA] 4000]

N} Zl A EIF E QI 2 7ol A A AEPEERS: 4000] 7S] RUER

253 o8 S EAoR 2539t

U

oX,
fio

Ct. AMO[HHAILIR AfO|H RS C|OJE S&

T2 2= FEAE HlolEeh Ao 2|5 HlolH & S¢ohks g "ast
ok A T 712 9] HlojEl= B3t IDE ARRSHA] ¢on g, o]F HolEE SR
uf-¢- ofefe Hgolet. o Aol A= F ElolE oA L2 718e] o]
Eo] AEZuH(String Matching) S 12|&S A85lo] dlo|E|S wjAstgct. 1 2
T 2,102719] 7] Hiet HlolHE S = At SgHolE o= 243719] HH

. 2
T
rlo

FEARL} A I
ol A EFEARL ol H3f 22 vlEolh. @2 wjAo] o] FoiR|A]
ol et ws7]@e] o]Fo] ZIAEA] g2 - LAl T Vo] tfRt olF
oz 7IAlEE 357 271 meelth AR e R gojEE Stk S St
H g2 sdtolEE 8T & S Aol sHAT o]= 2/ (Scalability)o] 310
A, AreTHE S Ao 23 ARGE7 = OBl Aot FF- AleIH R, AtolHALL
S o8 4 3 F¢2 &Ik 3171 AsiAl= 2t ElolEolA & IDE ARES

7ﬂ o]_L u}o]—o] Jé _9_0]—1:]—



BTl o o 1s

3. W5 Lu2|E X ZH HWIt

A ZAY, AIHALL dEZ A= A= 7IATE 4 § EREAE A

=]
Z¥d &= Sl ofv] dE 54 7IASkE dalelgEs A8skal B3t HE e
=] EI

2= d718]= 2 g)|H4]Q] K-Nearest Neighbor(KNN),19 Logistic Regression(Logit),20)
Decision Tree(DT),2D) Random Forest(RF)22 & 47}A] ¢78]Z2 A-235}t} Python
2] Q&4 7| Alskss 2to] B 2Ql ScikitLearng ARSI 23)

Logit S0l AHATE 08310l A1) B TS AST= o AHS
= BA 7RI, AP FR7F 27HA1R1 A9l 2 AR SyHpTE A
A=el A%l ol Agedt

KNN €18} &-2 7t tlo]B & oA £ FZHFeature Space)doll Bl F st

AGHoR 2t Hlo|eSo] 2 AL sHAirk it Hlolg 7o) A2l

Distance)& ARE3ITE o= QIAEA 7|4t 50|11 71 7HAst 71 A|shy &ale]E

o &3k £4F7to] 2nALAL, eloje] 1k} A7t 715HFpA 07 Holdrh:

Decision Tree 8h&H-2 olH &0l tigt &gy} BHLS ABAATE A5
HdgA, 244 WS ARERE oAREA EA 04 DT AlZH20]aL A

2
o o)} 24 FAI AR oA Holi o] ik vhel, EelgolE 7} Ay

19) https://en.wikipedia.org/wiki/K-nearest_neighbors_algorithm
20) https://en.wikipedia.org/wiki/Logistic_regression

21) https://en.wikipedia.org/wiki/Decision_tree

22) https://en.wikipedia.org/wiki/Random_forest

23) http://scikit-learn.org/stable/supervised_learning. html



AOJHAIL OIZLE THa

SeolElol A ALY SHES AL 5, A8 Jlae] et A EAS wefatA
O, BHEo whe} AL AT A0 oS5 Wl

AEAR1 71 Asks S EAFE2 dAE AR=H, old sfgof] |t A
Sttt oIS =01, Al ERE EA|7F I sk= Hlofl &= 71

© W42 FEH "ok s o] 2%t S, EHSTL
A27He] Aol AljtE= A 7M. ol& S5 $%t ol 1Al
(Artificial Neural Network)2 0]-85t= H&#|d(Deep Learning) 7]&°|th Wy 7
sME E4FE I glo] HelolHE AA A5AEgol A-85te] dhlole 2t
BASH A5 28-S Bg 4= Qlek. Uil Decision Tree@} Zo] QAMEA 14

S
1A HolF7] o]#& E(Interpretability Issue)S 7FA| 3L Qlch. o]of tigt &

[¢]

oﬁ
of

_—

&

BAZ7F ST Shin et al.(2016) =& AFOIA & = %0l 1Y 7le2 Al
4@ HlolHE 245k ol g AREAL ot R AR 2A|
of oAM= 179 T HT Hojdo] Bra Atk & AFolM = HEld ¢EE

9] 314l AHFAY A7 W (Feed-Forward Neural Network) ©]-85}}.25)

¢

offt
9,
~
)
N
Io

24) https://www.forbes.com/sites/michaelthomsen/2015/02/19/microsofts-deep-learning-project-
outperforms-humans-in-image-recognition/

25) https://en.wikipedia.org/wiki/Feedforward_neural_network
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Ch. iS22 B/t 9

2RI, S50l ElYRE o]-8otd] &SRS SyotaL, Sk HdS W7l olH
o] Z-gsto] o & S Briste WHolth & AolA= 90%S] HlolElE Sk

tlo]E 2 10%2] HloEl& B7}H|o]8 = AR5z 10-Fold WAFESS ARSIt

AA| 71329 HolHE 71802 HYlS W, AfolHARLE H A A== WAYsHA] ¢F
+ Atatoltt. 1B g FolE HolH o £xtF ZA(Class Imbalance Problem)7} 2§
e}, o]2f3t %ol 3% 7S fIsiAlE AccuracyE ARESHA] 44l Precision,
Recall, F1 scoreS ARERITH20) o= 47441 9] o]l & et £ Wi o]t

ojefl, TP= AA| WBARIS <] all&5h= - 9(True Positive)2] 74>, FP= 4

Al IAYSHA] 32 AFAS EATH A0 R AR S0k
TN AA sk 32 AbdE v ZAoR HEs] &3t - True
Negative)Q] 7<=, NS AA| WA tisto] of|&o}A] 53t 7d-P-(False Negative)
o] A& it

o

=
L(False Positive)Q] A<,

o,

ct. HIE2E gsHiu

(ENV-D2 A A3 o714 257 Latelge] diet dlSds<S vlaet 23olH.

ded ®Wlo] 7F =2 94.73%(F1 7|9 ASES 7|50t AEHR 7ATE
A1 ZSE 294 Decision Tree(91.63%)2} Random Forest(91.92%)7} =& o=

£ 23}t ¥hd, KNN3} Logistic Regression2 90% ©]5Fe] d|&&S 7|25} th
x| uta 2 ARSSE Y oloflE(Random) B4 59%2] ol&SE-& H ot
ol 27& Fdll. gd WAl B AeFE0] HE4 7SR Y] 3%2] 45

TS °IE Aol FUEUH. dojdSS EAdt e FAHFES 90% ol

26) https://en.wikipedia.org/wiki/F1_score



ALOJHIALT o=@ FHet

Precision g5& 7FAIARE, Recall oAl & Ao]E Eth A& Recall Fo]
45%21 ¥HA, J8d-2 Recall 96%= 7|25t}

(#H V-1) 6522 dsHle

() %)

T Precision Recall F1 score
Random 91.93 45.97 59.46
KNN 93.66 85.31 88.86
Logistic Regression 95.47 67.3 76.94
Decision Tree 92.88 90.52 91.63
Random Forest 92.94 91 91.92
Deep Learning 96.35 96.21 94.73

~

2

uy

2 ol A= AfelHARILY] HEZQ] F7CI HloIEHFEARL HIo[HE o]-&3to], A
HARLL ol &0 tigt s g BIXISIAT:. AISEE /NS sl & A7ollA A
© AR A5 o183t 7 HEe] EHeES FE5HT 12 oY
71 ASkE FAEEEE AeIHARAL/ALOIH Y SRtE|olE o] A5t S
A AR Al AEA QA 71Alsks oI 90% FE(FL 718)9] o

=go] GYEY. olo] AolElls A WrE0] HTAEL FEeh Pl

o

A

Z =

&
=

s, AN Aol A4 dlolE7k AolHAlRE oZ3He o) S-83lchs 21 o
Z5 Zolth. Y 7178 1ol AbmolE R Aolu e Aol HeE A
Ao 8317 A48 Ao® 7ter



HREA7|&0] WAL Su Aol ofe] FHA AN AT F11 k. 54
gt 4]0} 7140 Tt OJEESL S7Kte] wek, o] oF8 e ofolA Alolm3A &
3 OTUHL QUL olo] ThE AFE1A &4lo] 27 AYekR 9l ol Alolui g
BeIsh7] Sfat Aol B o] that 87} ol giek. SHAIE Aol 91 % Afo]
SR o] Tt dlo]E T6 @ HEIPE o] SA|A] b T o, AfolH g A4
o] o} ZAskElA) ek gl Aolct,

£ BIAAE Ao]H g, AolH|SI, AolHBHt B
Aol elgole] 7¥to] Aol 9y ZHAAE A, 71AsHsE ol 8stel
Aelsatzie] gt AR AUtk o]F Bstel, AolHnaE Ao Best
of 71ejstar g,
SHAlE 3 B AOIA AkEl HPHEES H857] YIS 7]E Aeol 4:4lo]
SleA] Weshh shAe et B AolHeld Hole ob4) A Bagt
Agolth. £ Ao QIEIY e 7]8o] Afo] A HlolEolA] $H% Y12k Ho]

£ 223 2 99Ich W, AolHIALL © Aol o] that 9k Hlolel: ARt
ApgoIT}. B Alo] Bk Algo] BAF 02 BAIBH7] SeAlL Alo]HlelTt

g AL
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