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WEF Top 10 Global Risks
(2012-2018) (Likelihood Only)

1st

2nd

3rd

4th

5th

2012

Severe income
disparity

Chronic fiscal
imbalances

Rising greenhouse
gas emissions

Cyber attacks

Water supply
crises

World Economic Forum

The School of Risk Management

2013

Severe income
disparity

Chronic fiscal
imbalances

Rising greenhouse
gas emissions

Water supply
crises

Mismanagement
of population
ageing

2014

Income disparity

Extreme weather
events

Unemployment
and
underemployment

Climate change

Cyber attacks

2015

Interstate conflict
with regional

consequences

Extreme weather
events

Failure of national
govemance

State collapse or
crisis

High structural

unemployment or
underemployment

K8 ST JOHN'S
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2016

Large-scale
involuntary
migration

Extreme weather
events

Failure of climate-
change mitigation
and adaptation

Major natural
catastrophes

2017

Extreme weather
events

Large-scale
involuntary
migration

Major natural
disasters

Massive incident
of data frav-/theft

2018

Extreme weather
events

Matural disasters

Cyberattacks

Data fraud or theft

Failure of climate-
change mitigation
and adaptation
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WEF Top 10 Global Risks
(2012-2018) (Likelihood Only)
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WEF Top 10 Global Risks

(2010 -2018)

Year

2018

2017

2016

2015

2014

2013

2012

2011

2010

World Economic Forum
* Only top 5 ranked

Likelihood
Top-ranked
Extreme weather events

Extreme weather events
Large-scale involuntary migration
Interstate conflict
Severe income disparity
Severe income disparity
Severe income disparity
Climate change

Asset price collapse

The School of Risk Management

Cyber Risk

3

5
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Impact
Top-ranked
Weapons of mass destruction

Weapons of mass destruction
Failure of climate-change mitigation
Water crisis
Climate change
Financial failure
Financial failure
Extreme energy price volatility

Asset price collapse

Cyber Risk
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Lloyd’s Global
Risk Outlook
2018

Market Crash g— $103.3bn The aggregate impact of
Interstate Conflict @ I $50.0bn . :
Tropical Windstorm @ I $62.6bn these 22 global risks likely
Human Pandemic () I $47.1bn yields 41% of global GDP.
Flood & I $42.9bn
Civil Conflict & I $37.1bn

Cyber Atiack) C NI $36.50n

Earthquake © I $34.0bn
Commodity Price Shock (& NN $20.3bn Cyber risk contributes 7%

D (or $36.5 billion) of the
Drought ) I $8.9bn aggregate impact.

Plant Epidemic (%) I $7.9bn
Power Outage (7 I $7.5bn
Volcano e I $6.8bn

solr Storm € EE 56.6on Critical protection gap

Social Unrest (%) Il $6.2bn issue exists, with a
Temperate Windstorm @) Il $3.7bn consumption rate of 3% or
Freeze €) I $3.16n less (in the U.S.)*

Heatwave (O 0 $1.8bn
Nuclear Accident @ 0 $1.3bn
Tsunami ¢ [ $1.0bn GDP@Risk ($bn)

0 20 40 60 80 100 120 * Estimate




Data Protection and Privacy Laws

Emphasis on Security in Business Transactions and Consumer Protection

Regulation focuses on

72% 9% 18% 1% _
COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH prevention an d
LEGISLATION DRAFT LEGISLATION NO LEGISLATION NO DATA

protection of data and
privacy right

department

government

This survey does not
examine the quality of
laws and regulations.

UNCTAD Global Cyberlaw Tracker (April 2018); Accessed (October 2018)
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Data Protection and Privacy Laws

Selected Countries

CHINA

Electronic Transactions:
Legislation

Consumer Protection:
Legislation

Privacy and Data Protection:

Legislation

Cybercrime:
Legislation

The School of Risk Management

9,
KOREA, REPUBLIC OF

Electronic Transactions:
Legislation

Consumer Protection:
Legislation

Privacy and Data Protection:
Legislation

Cybercrime:
Legislation

@
JAPAN

Electronic Transactions:
Legislation

Consumer Protection:

No Data J

Privacy and Data Protection:

Legislation

Cybercrime:
Legislation

ST. JOHN’S
W’ UNIVERSITY

.

—

USA

Electronic Transactions:
Legislation

Consumer Protection:
Legislation

Privacy and Data Protection:

Legislation

Cybercrime:
Legislation

-
RUSSIA

Electronic Transactions:
Legislation

Consumer Protection:

No DataJ

Privacy and Data Protection:
Legislation

Cybercrime:
Legislation

© W. Jean Kwon



Data Protection Regulation: the EU and the US

£ i
- YORK
STATE

Are Focebook, Google
rom, ond Whot

EU General Data Protection US New York Department of Financial
Regulation (GDPR, EU 2016/679) Services - Cybersecurity Rule (2/2017)
In place from May 2018 Risk-based minimum standards for

technology systems and for addressing

Penalty for non-compliance
cyber breaches

Fines up to €20 million or up to 4%

of the annual worldwide turnover of

the preceding financial yeatr, Mandatory cyber incident reporting
whichever is greater.

Accountability

The EU has proposed the ePrivacy Including third party vendors
Regulation.
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Cyber Risk(s)



Cyber Risk: Traits

@ == |
- 3

=
=

€

Commonly affect individual units in the economy —
Targeted or random

Potential catastrophic losses, affecting a group of
units in the economy that are

Related as in a chain of service [ Act of War ]
Random

[ Cyber Terrorism Risk ]

Threat caused by
A third party (hackers)

An internal person and other persons with
access authority
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Economic Cost of Cyber Breaches
Romanosky (2016) Using Advisen Data

Mean

Event type No. of events cost
(USD mn)

Data breach!! 602 5.87

Compromised systems(?) 36 9.17
Privacy violation® 234 10.14
llicit access!# 49 19.99

Total 921 71.84

(1) Unintentional disclosure of personally identifiable information (Pll) stemming
from loss or theft (eq, theft of computers containing personal information of
employees or customers, by a hacker or malicious employee).

(2) Compromise or disruption of corporate IT systems or intellectual property (eg, a
denial-of- service attack, theft, malicious infiltration and subsequent cyber
extortion).

(3) Unauthorised collection, use and/or sharing of PIl. Unlike (1) and (2), which refer
to incidents “suffered by” a firm, this category relates to events "caused by” a
firm (egq, a firm improperly collecting or selling PII).

(4) Computer or electronic crimes directly against other individuals or firms
including phishing attacks, identity theft, or skimming attacks.

All datain a 10-year period from 2005 to 2014 for a sample of
incidents where cost estimates are publicly available.

Romanosky (2016) and further refined by Swiss Re (2017).

ST. JOHN’S

The School of Risk Management WY UNIVERSITY

Median

cost

(USD mn)

0.17
0.33
1.34
0.15

Maximum
cost
(USD mn)

572
100
750
710

[ 0.25

750
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Cyber Risk Modelling Issues

0 Data issues

Limited and unstructured data about actual and potential losses
Ambiguity about the underlying risk drivers
Human/hacker behavior

o Inconsistency in survey findings
AcCross surveys
Over multiple periods by the same survey organization

Swiss Re (2017)

$ ST. JOHN'S
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Findings from Selected Surveys of Risk Bearers

Surveyor and Survey Title / Main Target Key Findings

Year Groups

General

Castelli et al. PwC Global State of 44% of the respondents do not have an overall information security strategies
(2018) Information Security

Survey 2018 (9,500
executives in 122
countries)

48% have no employee security awareness program
54% are without an incident response process

39% are very confident in their attribution capabilities

Lioyd’s (2017)

Lloyd's Survey 2016 (350
business leaders in
Europe)

CEO fraud result in significant financial losses in the target companies

Organized cybercrime targeted financial services companies; retail industry firms are increasingly
targeted

Professional service firms are used as a gateway to attack their clients

Ransomware and DDoS attacks are increasingly used to against organizations in healthcare, media and
entertainment services

Public sector entities and telecommunications industry firms are susceptible to espionage-focused cyber-
attacks

Verizon (2008,
2012, 2017 and

Data Breach Investigations
Report (annual)

Perpetration by outsiders contributed 73% of all cases (inclusive of 12% by nation-state (affiliated)
actors) in 2017, 75% in 2016, 98% in 2011 and 73% in 2007

2018y
Deloitte-NASCIO | Cybersecurity Study 2016 45% of governors receive monthly cybersecurity reports, 16% quarterly and 6% annually
(2016) (a survey of U.S. states)

Cybersecurity is part of government operations. Top three cybersecurity initiatives in 2016 are: training &
awareness. monitoring security operations centers; and strategy.

54% have implemented at least some of the cybersecurity recommendations by the National Governors
Association

The Economist
(2014)

Cyber Incidence Report
2014

29% said most common incidents are not hacking but accidental major systems outrages

27% experienced loss of sensitive data by employees.

The School of Risk Management

whe - ,
) ST. JOHN’S

UNIVERSITY
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Findings from Selected Surveys of Risk Bearers

Surveyor and

Survey Title / Main Target

Key Findings

Year Groups
Insurance-related
Marsh & 2017 Global Cyber Risk Two-thirds of respondents ranked cybersecurity as a top five risk management priority, but only 19% are
McLennan and Perception Survey (1,312 highly confident in managing the risk and 30% already have a plan
Microsoft (2018) respondents globally) ) ) ] )
As firms become larger in terms of revenue, the more likely the IT department becoming the primary
owner and decision-maker for cyber risk management
75% identified business interruption as a critical potential financial impact, but less than 50% actually
estimated financial losses
One fifth did not have or plan to purchase cyber insurance, and 25% did not know their cyber insurance
status
Aon 2015 Global Risk Business interruption, both during a breach and post-breach, rated as the top cyber risk concem
Management Survey (125 ) .
Aon client companies) 59% of the companies used a formal risk assessment process
68% of the companies bought cyber insurance for balance sheet protection
95% of the companies stated clear policy wording as the most important issue in the cyber [insurance]
market, and 75% of large companies concerned about the loss adjustment process
Marsh & UK Cyber Risk Survey 30.3% of the respondents have board-level oversight of cyber risk.
McLennan Report 2016 _ _
(2016a) 75% do not have a complete understanding of cyber risk.
55.9% are engaged in the cyber insurance market
Marsh & 2015/2016 Cyber & Data 41% of the respondents have implemented data security insurance coverage.
McLennan Security Risk Survey ) . ) ) ) )
(2016b) Report for SMEs 52% do not have a corporate recovery plan for the loss of confidential, personally identifiable information
(PI1).
40% have no loss migration capability.
46% of the respondents seldom discussing cybersecurity do not have loss migration techniques.
NetDiligence Cyber Claims Study 2016 Of insurance claims submitted, 30% had insider involvement (comprising around 77% as the result of
(2016) “unintentional” caused by employee errors and 22% malicious in nature)

The School of Risk Management

whe - ,
) ST. JOHN’S

UNIVERSITY
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Cyber Risk Modelling Issues

o Modeling issues

Generally, attempt to create a single model for causes and outcomes
Again, based on limited data and/or in simulated environment

o Similar observations in cyber insurance coverages

$ ST. JOHN'S
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Cyber Insurance Pricing Issues

Insurer’s Cost of Data Breach

*

Above the Surface:
Well-known cyber incident costs

NOOSLWN-=-

. Customer breach notifications

. Post-breach customer protection

. Regulatory compliance (fines)

. Public relations/crisis communications
. Attorney fees and litigation

. Cybersecurity improvements

. Technical investigations

Beneath the Surface:
Hidden or less visible costs

$

Deloitte University (2016): Beneath the Surface of a Cyberattack

The School of Risk Management

NoOOAWON

. Insurance premium increases
. Increased cost to raise debt

Operational disruption or destruction
Lost value of customer relationships
Value of lost contract revenue
Devaluation of trade name

Loss of intellectual property

@ ST. JOHN'S
W’ UNIVERSITY
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The Cyber-physical Insurance Market to Emerge



Property

Crime, Fidelity

Kidnap &
Ransom

Terrorism

htional Insurance

General Liability

Professional Indemnity /
Errors & Omissions

Directors’ & Officers

Workers’ Compensation

Not to scale of actual market size

Conventional
(Physical)
Insurance Market

Segmented (and being
further segmented) by the
cause(s) of loss

Stand-alone or

Endorsement

Better than ever but still
with gaps in limits and
scopes



The Insurance Market in Transition: Carving-out Cyber
Risk

——— Tangible assets 4 Intangible assets -
KPMG (2017)

Physical damage Liability Digital assets Rep Harm IP theft

Stand-alone Coverage

cyber peril

Development of cyber insurance from
protectihg digital assets to other areas

Endorsement

Limited coverage by
traditional insurance

Covered by traditional insurance

Non-Cyber peril

*Bl = Business Interruption Degree of existing coverage by cyber insurance market -

ST JOHN'S
The School of Risk Management / UNIVERSITY © W. Jean Kwon



@———— Physical Insurance Market -——@

Traditional Risks

(Natural and Man-made)

Physical Perils

Intangible Perils
(Human Errors)

Tangible Assets

Intangible (Intellectual) Assets

@———= Cyber Insurance Market =—————g@

Cyber Risks

(Man-made and Machine-made)

Intangible
Perils
(Human Errors)

Security
Breaches &
Attacks

System Errors
(Machine
Learning & Al

Tangible Assets

Intangible (Intellectual) Assets

%

%

© Propert .

2 perty Bodily Injury Personal Injury
a Damage

g Business

2 Interruption

o

Exposure-based, multiple Coverages
(Stand-alone; Endorsement)

Property
Coverage

Liability
Coverage

Package
Coverage

Business Interruption

Interruption

5 Propert . . .

L perty Bodily Injury Personal Injury
a Damage

o Business

3

< -

Single Coverage
(Trend to Stand-alone; Endorsement)




U.S. Cyber Insurance Markets
The U.S. Market (Stand-alone Cyber Insurance Policies) (1998 - 2015)

Historical estimated standalone cyber market size in US Il US market size [l No. of disclosed o Application of
data breaches conventional market

$1.5bn [~ ¢. 30% growth p.a. between 2011-2015 i approaches
$1bn = o Increase in the use of
stand-alone policies

$0.5bn ™

$0 Ly | 1 1 1 1

'98 '99 ‘00 '01 '02 '03 '04 '05 '06 '07 '08 '09 '10 '11 '12 '13 14 15
Aon (2017)
The School of Risk Management @ Rtllﬁ)ﬁl\ﬁ?
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U.S. Cyber Insurance Markets

The U.S. Market (Estimated Breakdown of the Stand-alone Cyber Insurance Market (2015)

Company type Industry and revenue “ Mid-market

Technology
) ) Telecoms and media
Companies storing
personal data Education

Professional services

Retail and wholesale

NS

) . Financial institutions
Financial transactions

driven companies Business services
Haspitality

Manufacturing

Companies exposed to

: : ili
operational risks e

Energy (il and Gas)

Companies storing Healthcare
personal data & exposed
to operational risks Transportation
Total
'. (4 ¢ a [ '.‘(_'.-. WA

The School of Risk Management

£39.0m $18.0m $14.0m
£3.3m $8.0m $13.0m
£5.3m 346.0m $21.0m
£9.4m $43.0m $22.0m
$76.0m $141.0m $93.0m
£31.0m $180.0m £227.0m
£6.7m $47.0m £33.0m
£5.5m $22.0m $13.0m
£56.0m $19.0m $16.0m
$1.3m 34.1m $15.0m
$1.2m 33.6m $9.0m
£i4m $103.0m $81.0m
£13.0m 414.0m $10.0m
$282.0m $649.0m $567.0m
XWem b £1bi; | §

' ST. JOHN’S
u UNIVERSITY

5%

15%

2%

100%

$242.0m
(17%)

$876.0m
(59%)

$126.0m
(8%)

$256.0m
(17%)

$1.5bn

© W. Jean Kwon



U.S. Cyber Insurance Markets
The U.S. Market (Estimated Breakdown of the Stand-alone Cyber Insurance Market (2016)

Premium Loss Ratio
$1,000 921 B Stand-alone Policies 100.0%
$ H Expenses
$900 B Endorsements 90.0% B Defense Cost
R ted
$800 .(E :'°°' ed) \ 80.0% ® Pure Loss
ndorsements
$700 (Estimated) 70.0%
$600 $552 60.0%
$500 $434 $431 50.0%
$400 40.0%
$300 30.0%
$200 $152 20.0%
29.6%
$100 10.0% ° 23.2% 26.7%
0
$0 0.0%
Admitted Market Surplus Market Stand-alone Policies Endorsements Total

NAIC (2017), Aon (2017)

' ST. JOHN’S
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Global Cyber Insurance Markets
Estimates of Global Cyber Insurance Premiums (2015-2025)

27 |
| 20%:CAGR 32% CAGR
Allianz 95015 2020) (2020-2025)
44% CAGR
Aon (2015-2020): ad
: : 2015
fm 21%CAGR i
PWC } (2015-20207® $ 297
: : 2025
_ 15% €AGR
Advisen 2015+2020)
! 37%CAGR !
A0l I (2016-2020): G

00 45 50 75 100 1256 150 1756 200
: : USD billion

2015 2020

Swiss Re (2017)

@ ST. JOHN'S
The School of Risk Management WY UNIVERSITY
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Commercial account
driven

U.S. market driven
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Key Findings from Cyber Insurance Studies

Surveyor and Method/Survey Key Findings
Year (Target Groups)
Willis Re Silent Cyber The mean of the risk factor of the “silent cyber loss" to property policies is 1.074
(2017) Risk QOutlook (that is, the likelihood of 1.074 cyber-related losses per 100 non-cyber-related
losses)
Romanosky et | Survey of Less than expected variations in the listing of “coverage topics” but the variations
al. (2017) insurance more significant in the listing of “coverage exclusions”
companies Significant variations in premium rating methodologies
Aon (2017) Global Cyber 59% of the premium revenues in the U.S. cyber insurance market are from
Market Overview financial transaction-driven entities; 17% from entities that store personal data
2017 and are exposed to operational risks: 17% from entities that store personal data
only; and the balance of 8% from entities exposed to operational risk only.
Lloyd's share of U.5. cyber insurance premiums at approximately 30%
OECD OECD Survey The level of cyber risk is perceived “high” by insurers, reinsurers and
{2017b) 2016 intermediaries but “moderate” by insurance authorities *
NetDiligence Cyber Claims During the 2013-2015 data year, 87% of insurance claims are from organizations
{2016) Study 2016 with revenues of less than $2 billion

Average number of records lost was 2 04 million (median at 1,339)
Average insurance claims paid was $495,000 (median at $49,000)
Average cost of breach was $665,000 (median at $60,000)

Source: Author compifation

The School of Risk Management

ST. JOHN’S
UNIVERSITY
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Coordination and Standardization Issues



Defining “Cyber Risk”: No Standard Yet

"[Any] risks that emanate from the use of electronic data and its transmission, including
technology tools such as the internet and telecommunications networks" (CRO Forum,
2014) to “the risk of doing business in the cyber [environment]” (CRO Forum, 2016).

“[Any] risk of financial loss, disruption or damage to the reputation of an organization from
some sort of failure of its information technology systems” (Institute of Risk Management,
the U.K.).

“[Any] risk of financial or physical loss, disruption of services, privacy violation, or damage to
the assets or reputation of an organization through either a failure of its information or
technology systems, or a malicious act affecting their information or technology systems”
(Advisen, 2017).

“Cyber” short for the [world of cyberspace] which is an interactive domain composed of
digital networks for storage, modification, information communication and other uses”
(Biener, Eling, & Wirfs, 2015).

5? ST. JOHN'S
The School of Risk Management &/ UNIVERSITY © W. Jean Kwon



The School of Risk Management

Business interruption (BI)

Contingent business interruption (CBI) for
non-physical damage

Data and software loss
Financial theft and/or fraud
Cyber ransom and extortion
Intellectual property theft
Incident response costs

Breach of privacy

Network security/security failure

Reputational damage (excluding legal
protection)

Regulatory & legal defense costs
(excluding fines and penalties)

5? ST. JOHN'S
A UNIVERSITY

What is Cyber Risk and Loss Exposure

Exposure Groups for Insurance Coverage Scopes

Fine and penalties
Communication and media
Legal protection — lawyer fees

Assistance coverage — psychological
support

Products
Director’s & Officer’s (D&O)
Tech E&O

Professional services E&O,
professional indemnity

Environmental damage
Physical asset damage
Bodily injury and death

© W. Jean Kwon



What is Cyber Risk and Loss Exposure?

RIMS (2017)
Santos (2017)
First-party coverages Third-party coverages
Network interruption/ business Privacy liability
Interruption Breach notification costs
Cyber extortion/ransom Credit monitoring
Data loss and restoration Transmission of viruses or
Reputation/crisis management malicious code
Theft/fraud

Forensic investigation costs
Regulatory fines
Media liability

$ ST. JOHN'S
The School of Risk Management &/ UNIVERSITY © W. Jean Kwon



What is Cyber Risk and Loss Exposure

Swiss Re (2017), Regrouped by Kwon

First-party coverages
Network, IT security failure (BI)

Contingent business interruption
(CBI)

Cyber extortion

Third-party coverages
Privacy breaches
Network liability
Errors and omissions (E&O)

Ea ST. JOHN'S
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Cross-Comparison

CRO Forum (2016)
Business Interruption (BI) of

operations

Contingent Bl for non-physical
damage

Advisen and PartnerRe (2016, 2017)*
Business interruption

Dependent business interruption

OECD (2017b)**
Business interruption

Swiss Re (2017)

RMS (2016)

Business Interruption

Data and software loss
Financial theft and/or fraud

Data breach/restoration

Data and software loss

Contingent business interruption

Contingent business interruption

Data and software loss
Fund transfer fraud/social engineering Financial theft and fraud Financial theft and fraud
Cyber ransom and extortion Cyber extortion Cyber ransom and extortion Cyber extortion Cyber extortion
Intellectual property (IF) theft IP theft IP theft
Incident response costs Incident response costs
Breach of privacy

Network security/security failure

Breach of privacy compensation

Incident response costs

(liability)

System failure

Privacy breaches

Reputational damage

Network security failure

Network, IT security failure/ network
liability

Breach of privacy
Network service failure liabilities

(excluding legal protection)

Regulatory & legal defense costs
(excluding fines and penalties)

Regulatory fines & penalties

Reputational damage

Regulatory & legal defense cost

Reputational damage

Multi-media liabilities (defamation and
disparagement)

Fine and penalties

Communication and media

Fine and penalties

Regulatory and defense coverage

Legal protection — lawyer fees

Internet media

Communication and media

Media

Assistance coverage —

Regulatory & legal defense

psychological support
Products (liability)
Directors & Officers (D&0O) Liability

Product and Operations

Tech Errors & Omissions (E&O)

Professional services E&QO,
Professional indemnity

Technology E&O

Environmental damage

E&O

Professional Services E&O

Physical asset damage
Bodily injury and death

Property damage

Physical asset damage

Environmental damage

Bodily injury

Bodily injury

Physical asset damage

Death and bodily injury

The School of Risk Management

wlim :
) ST. JOHN’S

UNIVERSITY
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Cyber Insurance Policy Comparison (Example)

Fuller table at the study report

Defin
Computer System

n

Insurer A

[Computer network] a connected network of
computer hardware, software, and any associated
components leased, owned, operated or controlled
by the Company

Insurer B

[Computer] a device or group of devices
that by manipulation of electronic, magnetic,
optical or electromechanical impulses
pursuant to a computer program can
perform operations on Data.

Insurer C

[System] a Computer; and (A) any input,
output, processing, storage and
communication devices controlled,
supervised or accessed by the operating
systems that are proprietary to, or licensed
to, the owner of the Computer; and (B)
Media

[Computer] computer hardware and
software, and the electronic data stored
thereon, as well as associated input and
output devices, data storage devices,
networking equipment, components,
firmware and electronic backup facilities,
including systems accessible through the
internet, intranets, extranets or virtual
private networks

Insurer D

[Computer system] any information
technology or operational
technology

Cyberattack

[Breach] the failure of the Insured or others on
behalf of the Insured to prevent or protect against
the following: 1. the disclosure of Confidential
Information by an Insured or a third party for whom
the Insured is legally responsible; 2. unauthorized
access to the Computer Network; 3. unauthorized
use of the Computer Network; 4. participation of the
Computer Network in a denial of service (DoS)
attack directed against a third party; 5. transmission
of malicious code from the Computer Network
causing harm to a third party; 6. denial of access to
Computer Network; 7. physical theft of hardware on
which data is stored; or 8. the failure to disclose the
aforementioned in violation of Privacy Breach
Motice Law

[Cyberattack] the transmission of fraudulent
or unauthorized Data that is designed to
modify, alter, damage, destroy, delete,
record or transmit information within a
System without authorization, including
Data that is self-replicating or self-
propagating and is designed to contaminate
other computer programs or legitimate
computer Data, consume computer
resources or in some fashion usurp the
normal operation of a System

[Denial-of-service attack] a malicious attack
by a third party which is designed to slow or
completely interrupt access to a targeted
computer system or website by other third
parties authorized to gain access to that
computer system or website

[Denial-of-service attack] a
malicious attack by a third party
which is designed to slow or
completely interrupt access to a
targeted computer system or
website by other third parties
authorized to gain access to that
computer system or website

Data

[Electronic data] any data stored electronically on a
Computer Network,, including Confidential
Information

[Data] a representation of information,
knowledge, facts, concepts, or instructions
which are being processed or have been
processed in a Computer

[Electronic data] information that exists in
electronic form, including Personal
Information; provided, however, [it] does not
include Software.

[Data] Any electronic information
or record of a form readily usable
or readable by a Computer
Program

Digital assets

[Electronic content] digital media including
advertising and promeotional material that is
published, disseminated, released. gathered,
distributed or transmitted in electrenic or digital
format on behalf of the Insured or by the Insured for
themselves or for others, Electronic Content shall
not include: 1. computer software except to the
extent that it displays digital content; or 2. any
actual products or services described, illustrated or
displayed in such Electronic Content.

[Digital assets] electronic data, software,
audic files, and image files stored on the
company’s computer system, and the
capacity of such computer system. Digital
assets do not include accounts, bills,
evidences of debts, money, valuable
papers, records, abstracts, deeds,
manuscripts or other documents, except if
they have been converted to electronic
data, and then only in that form

[Media content] any information,
including words, sounds, numbers,
images or graphics and shall
include advertising, video,
streaming content, webcasting,
online forums, bulletin board and
chatroom contents, in any format,
but does not include computer
software or the actual goods,
products, or services disabled,

The School of Risk Management

ST. JOHN’S
UNIVERSITY

© W. Jean Kwon




Cyber Insurance Coverage Gaps and Need for

Standardization

Large data aggregators

Those with massive amounts of
personally identifiable information
present a unique and potentially
costly risk and cyber limits have not
caught up

Cloud infrastructure services

Integration with technology
loT
Wearable (medical) devices

a? ST. JOHN'S
The School of Risk Management O UNIVERSITY

First party and Bl exposures

Third party liability risks
Property damages
Bodily injuries
Personal injuries

© W. Jean Kwon



Cyber Risk Modelling or Cyberspace Risk Modelling?

- A Interconnectedness
Business Email Compromise, Operational Technology, Vendor Risk,
People, Social Engineering,

Sophisticated Hackers, Organized (Nation-state) Cybercrime,
Robots, Machine Learning, loT, Connected Devices,

Cyber Risk = 7 Critical Infrastructure, Cloud, Misconfiguration,

Threat Environment,

Regulatory Compliance,

Aggregation

5? ST. JOHN'S
The School of Risk Management &/ UNIVERSITY © W. Jean Kwon



Cyber-physical Insurance Market

Pooling all cyber risks into a
N single policy using a stand-
(human Erors  omisions) alone policy or endorsement. Is
Physical Perls Physical Damages bersecurity Breaches it sustainable?
Intangible Perils o " Avrtificial Intelligence

(Human Errors & Omissions)
Machine-leaming

Internet of Things Structu rE'W|Se

Other Unknowns

Other Unknowns Eeren juries

Long-term perspective wise

[ Terrorism Risk ] [ Act of War ]

Ea ST. JOHN'S
The School of Risk Management &/ UNIVERSITY © W. Jean Kwon



Summing Up...,

Human behavioral and IT factors affect the types and scopes of cyber losses

A need arises to develop a cyber insurance market, rather than all-in-one cyber
insurance policy

Coordination, harmonization and standardization among all parties of interest for
the true service for and protection of clients — large and small

Indeed, the business of insurance is in transition to operations in the physical-cyber
market.

@ ST. JOHN'S
The School of Risk Management NV UNIVERSITY © W. Jean Kwon



Thank Youl

W. Jean Kwon
KwonW @stjohns.edu

Full report available at
https://papers.ssrn.com/sol3 /papers.cfm2abstract id=3201875
(Version October 15, 2018)



https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3201875

Advancing with you

INSURANCE GROUP

Cyber Insurance in Japan

November 5th, 2018

MS&AD InterRisk Research & Consulting

Takeshi Doi

MS&AD InterRisk Research & Consulting, Inc.
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Agenda

INSURANCE GROUP

1. Self-introduction
2. Cyber Security in Japan

3. Cyber Insurance in Japan

1
MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.



Self-introduction
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Self-introduction

INSURANCE GROUP

Takeshi Dol

Senior Manager / New Market Development Sec.
MS&AD InterRisk Research & Consulting, Inc.
Deputy General Manager, Innovation Section
MS&AD Insurance Group Holdings, Inc.
Researcher of SFC Research institute Keio University
Task force member, Trust mark committee,
Sharing Economy Association Japan
Assistant Coordinator, ILP,
International Foundation for Information Technology

Carriers
1996 Join Sumitomo Marine & Fire Insurance Co., Ltd.
2004 Superintendent, Mitsui Sumitomo Seguros, ltda.
(Went to Brazil)
2006 CIO and Director, Mitsui Sumitomo Seguros, Itda.
2009 MS Systems (Came back to Japan)
2013 Deputy director, Cabinet Secretariat Japan
(Job Transfer for three years)
2016~  Current Position

MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.




Advancing with you

MS & AD Insurnace Group

INSURANCE GROUP

MS &AD

MS&AD Insurance Group Holdings

Domestic Non-life Insurance Business Domestic Life Insurance Business

Mitsui Sumitomo Insurance Mitsui Sumitomo Aioi Life Insurance

e Mitsui Sumitomo Primary Life Insurance
Aioi Nissay Dowa Insurance Y

Mitsui Direct General Insurance

International Business

Financial Services Business
< Box Innovation
MSIG Risk-related Services Business

\

MS&AD InterRisk Research & Consulting

MSs@amliin

4
MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.
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MS&AD’s Strength

INSURANCE GROUP

s« |\ MS&AD’s Strengths: Scale

| No. 8
in the world

No. 8 among non-life insurance groups in the world v

Adequate capacity
derived from scale Positioning In Each Business Domailn

.‘ Fortune Global 500: 2017 Income Ranking (Ordinary income basis for Japanase insurance groups)
(US% million)
Company/Group Name Company/Group Name
1 | Berkshire Hathaway $223,504 6 | People’s Insurance Co. of China | $66,732
2 | Allianz $122,196 T |AaG $52,367
3 | State Farm Insurance Cos. $78,132 8 | MS&AD Insurance Group Holdings | $49,239
4 | Munich Re Group $68,700 9 | Tokio Marine Holdings $48292
5 | Zurich Insurance Group 67245 10| Swiss Re $43,786

Source: Fortune Global 500 2017 Insurance Proparty & Casualy (Stock + Mutual)

5
MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.




International Businesses

Advancing with you

We do business across 46 countries and regions worldwide. In the
ASEAN region, we are No.1*in total non-life insurance premiums.

o

Americas
29%

Met Premiumus Written

(International Business)

Standard & Poor's
Ratings Japan

E A+ | A1l

Mitsui Sumitomo Insurance

Aioi Migsay Dowa Insurance E Mitsui Sumitomo Insurance
Aijci Nissay Dowa Insurance

Mitsui Sumitomo Aioi Life Insurance
Mitsui Sumitomo Primary Life Insurance

{Insurance Financial Strength Rating)

(Financial Strength Rating)

Bg
R e b e LR W TR P T o B I DT ) | imul-ﬂ] T UYGloTao
on
Japan Credit Rating Agency

(JCR) A.M.Best

AA+ A+

Mitsui Sumitomo Insurance
Aol Nissay Dowa Insurance

(Long-Term Issuer Rating)

MS&AD InterRisk Research & Consulting, Inc.

Moody’s Japan

Mitsui Sumitomo Insurance
Aioi Nissay Dowa Insurance

(Financial Strength Rating)

INSURANCE GROUP

Credit Ratings
As of September 27, 2017

Rating and Investment
Information(R&I)

AA

Mitsui Sumitomo Insurance
Aioi Nissay Dowa Insurance
({lzsuer Rating)

Mitsui Sumitomao Aioi Life Insurance
Mitsui Sumitomo Primary Life Insurance

{Insurance Claims Paying Ability)

6

© MS&AD InterRisk Research & Consulting, Inc.
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5 Domains & MS&AD InterRisk Research & Consulting, Inc.

INSURANCE GROUP

Aioi Nissay Dowa Insurance

Domestic Domestic Mitsui Sumitormo Aioi Life Incurance

Mitsui Sumitomo Insurance non-life Life Mitsui Sumitomao Primary Life Insurance

Mitsui Direct General Insurance Insurance Insurance

Overseas

Risk-related

Services

MS&AD InterRisk Research & Consulting, Inc. v,

MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.




Trend of Cyber Security in Japan
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Cyber Crime reported to the Police in Japan

INSURANCE GROUP

Number of Consultation to the Japanese Police

140,000 191 £C1Q
128,097 —>°-° 130,011 L oipner
118,100
120,000 - Internet Auction
100,000 ® lllegal/Harmful
84,863 Information
80.000 - ® Unauthorized
’ Access/Malware
m Defamation/Slan
60,000 - der
m Spam mail
40,000 -
m Fraud
20,000 -
O .
2013 2014 2015 2016 2017

*National Police Agency of Japan: Cyber Crime Report

MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.
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Internet Banking : Illegal remittance

INSURANCE GROUP

(Million Yen)
2000
1800
1600
1400
1200
1000

800

600
400

200

1851

1,543 1,530

2013/SH 2014/FH 2014/SH 2015/FH 2015/sH 2016/FH 2016/SH 2017/FH 2017/SH 2018/FH

Dramatic reduce in business (company) injury, total amount went down.

*National Police Agency of Japan: Cyber Crime Report

MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.
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Targeted attacks

INSURANCE GROUP

Case
6027

6,000 5,438

5,000
4,000
3,000

1,951 2,095
2,000

1,000
589

2013 2014 2015 2016 2017 2016/FH 2016/SH 2017/FH 2017/SH

*National Police Agency of Japan: Cyber Crime Report

MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.




Cyber Insurance in Japan
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Cyber Insurance (Affirmative and Silent)

INSURANCE GROUP

-Cyber space -Physical and Tangible
ex. Automobile, House

S

e

e« =

Purpose

Incidents and . leakage, Theft & etc. *Car Accident
losses Fire & etc.
MEUIEMEE -Cyber Insurance - Traditional Insurance
Product
Classification  Affirmative Cyber Silent Cyber

MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.




Market of Cyber Insurance in Japan

Advancing with you

INSURANCE GROUP

250

(100Million Yen)

Premium of Cyber Insurance (JPN)

197

200

150

50 -

0 -

2014

2015

2016

2017 2018

In 2016, Prepare for enforcement of Personal Information Protection Law

MS&AD InterRisk Research & Consulting, Inc.

*JNSA: Cyber Industry Market Report
14
© MS&AD InterRisk Research & Consulting, Inc.
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Cyber Security -MS&AD Platform

INSURANCE GROUP

It’ll be shown In the screen.

MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.
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MS&AD Cyber Risk Assessment Process

INSURANCE GROUP

[ D
Policy . \/
Rules & Guideline
Internal Verlzon
Cyber Team All
Budget lance Internal process
Evaluation
Resources
MS&AD
INSURANCE GROLP
L. E nal Evaluation
Validation of Asset xter/ Z co\r/ii ;latm
tracking _
External Firewall, Anti Alliance
Malware and Etc. BITSIGHT
Monitoring he Standard in SECURITY RATINGS
\ y
16

MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.
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Cyber Risk Evaluation (internal)

INSURANCE GROUP

It’ll be shown In the screen.

17
MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.
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Advancing with you

Cyber Risk Evaluation (External Scoring system)

BITSIGHT

The Standard in SECURITY RATINGS

Evaluate and Score the current situation from those
information which are collected from Internet.

®Network machine
information such as update,

configuration & etc. Report
B 834/950
@Network information such NN NN N -
@05 Update/Patch as connection to C&C NN NN ~r
Information .
Server & etc. @Information from oo oo g o o
SNS/Registered company = o o o
email domain & etc. ) 7
®Monitoring
targeted e-mail P . -
attack & etc. ) 7 Attacker/Hacker
« Scoring by all information as ®~® (weights of each category are defined
by BitSight periodically).
« Do not make any penetration test. It is totally legal monitoring.
18

MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.




Advancing with you

Cyber Risk Evaluation (External Scoring system)

INSURANCE GROUP

It’ll be shown In the screen.

BitSight Security Ratings ) BitSight Security Ratings

MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.
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Model with (without) Security Score

INSURANCE GROUP

Size/Industry Model Security Model
40% 40%
Ll
L
30% £ 30
=
w
[ -
o
4!
20% EEG o
-
&
10% |
- |I||lll-|||||I| IIlIIlu-...-..-_-______ L
0% % 3% 5% 6% 7% B8B% 9% 1% 2% 3% 4% 5% 6% 7% B% 9%

Pl’ﬂbablhtly :::f Breach in next 12 months thaballtly of Breach in next 12 months

* BitSight study
20
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Model with (without) Security Score

INSURANCE GROUP

Size/Industry Model Security Model

=
T}

15%

10% ’

Observed Probability
=
Observed Probability
=

n

w
kN
-

=)
LA

(=
(=]
o

% 5.0% 5% 3% 2.5% 5.0% 7.5%
Estimated Probability Estimated Probability

* BitSight study
21
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Research of SMB’s Cyber Insurance MS&AD

INSURANCE GROUP

Outline of research

Mailing questionnaire (combined with Web

Survey method
response)

10,000 companies in Japan
Extracted from Toyo Keizai Inc.'s "40,000 company

Targeted companies data in Japan ((1) Basic data)"
Companies that randomly extracted in industry by
industry

Number of valid 664 (total collected number: 676)

responses Recovery rate 6.6%

Survey period September 26 - October 12, 2018

22
MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.
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Research of SMB’s Cyber Insurance

INSURANCE GROUP

e Qutline of researched companies

Other, 3.6%
|

Manufacture,
Mining, 0.3% 30.1%
Real estate, Services,
3.3% 16.0%

Under 5
Constryuction, >1,001 employees, 6~20
7.89 employees, 5.7%
Energy, 9.4% employees,

[0)
EducatioB8% 11.2%

0.5%
IT, Telecom,
7.7%

Health, 0.2%

Accommodati
Transport,

) " Wholesale, Retail, 5.3%  6.3%
6.8%  g.99

on, 1.5%  Financial

101~
1,000employe
es, 43.3%

23
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Research of SMB’s Cyber Insurance

INSURANCE GROUP

e About Cyber insurance

0% 20% 40% 60% 80% 100%

Cyber Insurance(n=644) 10.4% 77.3%

Data breach
9.9% 71.9%

insurance(n=638)

® Have Policy Plan to have OONo have and no plan

0% 5% 10% 15% 20% 25% 30% 35% 40%

B 35.6%
9 # Didn't know
Cyber Insurance(n=491) o | 26.1%
. (o]
10.6% @ Never offered
' No needs
4% =Don't know detail about insurance

W Expensive Premium

Data breach Insurance(n=452) 1B.1%
. (o]

11.1% @ Other

5.3%

24
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Research of SMB’s Cyber Insurance

INSURANCE GROUP

e Requirements for insurance cover

0% 10% 20% 30% 40% 50% 60% 70%

Liability

Cost for recovery

(=]
[=)

Cost for replacement 2%

Business interruption 23.5%

Other

1.9%

Nothing to require 4.0%

|

25
MS&AD InterRisk Research & Consulting, Inc. © MS&AD InterRisk Research & Consulting, Inc.
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Frank Wang, LLM,‘CPCU, RPLU, ARe



Speaker Profile -~

« Frank Wang, LL.M, CPCU, RPLU, ARe
« Casualty Treaty Practice Leader, Gen Re Asia

« Frank Wang is an Attorney-at-Law and responsible for developing and
underwriting casualty treaty portfolios and act as the key advisor on
liability insurance/reinsurance and other liability related industry issues.
He has more than 13 years liability experience and had worked for a few
international leading general insurers before he joined Gen Re in 2013.

« Frank achieved his Bachelor degree in Risk Management and Insurance
from Nankai University, Master degree in Insurance Law from East China
University of Politics and Law, LL.M degree and Business Law Graduate
Certificate from University of Southern California.

« Frank owns several leading professional qualifications including China
Legal Professions Qualification, CPCU, RPLU, ARe, ANZIIF Fellow CIP. He is
also the CPCU Society International Ambassador and Course Instructor.

« Frank is a regular speaker in Chinese and overseas insurance community
and related industries.



Agenda

« China cyber risk profile
« China cyber legal environment

« Cyber insurance market
- Products
- Underwriting
- Prospect and Strategy
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Ransomware activities in 2017

source: Symantec

Ransomware detections by country

Rank

1

10

Country

United States

Japan
India
Italy
Germany
Brazil
Mexico
United Kingdom

Canada

Percent

18.2

10.7

8.9

4.1

3.4

3.1

2.5

2.3

2.1

Ransomware detections by country by month

lll-I----l"lIl..llIll..l.llllllllIllllllI

JAN FEBE MAR APR MAY JUN JUL AUG 5EP OCT WOV DEC

United States . Italy China
United Kingdom . India . Canada
Mexico Germany . Brazil
Japan



Spam activities in 2017 <)

source: Symantec

Spam rate by country

Rank Country Percent
1 Saudi Arabia 69.9
B 2 Chma 00 686
3 Brazil 64.7 A e
4 Sri Lanka 64.6
5 Hungary 60.4
6 Kuwait 59.8
7 Oman 58.9
8 South Africa 57.1
9 Norway 56.9

10 United Arab Emirates 56.3



Mobile malware activities in 2017 ~

source: Symantec

Top 10 list of countries where mobile malware was most
frequently blocked in 2017

Ukraine 2%

China 2% ! |

Indonesia3% '

Russia 3% \

Canada 3% ‘ ; Us.
Japan 5% 57%

Austria 6%
Germany 9%
India 11%




Internet of Things in 2017

N
source: Symantec
IoT attacks by source country
Rank Country Fi ?cle?nt Country Fgroclne?lt
1 China 21 China 22.2
Increase 2 United States 10.6 United States 18.7
in Attacks 3 Brazil 6.9 Vietnam 6
© feeraton %% redemton 5
5 India 5.4 Germany 4.2
Attack Origin 6 Japan 4.1 Netherlands 3
7 Turkey 4.1 United Kingdom 2.7
8 Argentina 3.7 France 26
9 South Korea 3.6 Ukraine 26
10 Mexico 3.5 Argentina 2.5
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The PRC Cybersecurity Law -~

 Took effect on 1 June 2017

« Significance: the first comprehensive privacy and security legislation

on cyberspace

« Key Features:

Defines obligations of network operators
Imposes duties on network operators in relation to network security
Establishes rules for the protection of “personal” and “important” information

Establishes a framework of security for “Critical Information Infrastructure”
(“CII”)

Localization. Data collected in the PRC must be stored in the PRC and
may not be transferred out of and / or stored outside the jurisdiction.



Mandatory notification for data breach -~

Article 42 of the new Cybersecurity Law stipulates as follows:

« “Network operators shall adopt technical measures and the other necessary
measures to ensure the security of the personal information that they have

collected and prevent the information from being leaked, damaged, or lost;

« Under circumstances in which the leakage, damage, or loss of personal
information has occurred or might occur, they shall immediately adopt remedial
measures and notify users in a timely manner in accordance with the provisions

and report to the relevant department in charge.”



First Cyber-Court established on August 16, 2017 ~

China Establishes Its First Cyber-Court in
Hangzhou: Thank You Alibaba

By Sara Xia on August 16, 2017

POSTED IN INTERNET, LITIGATION AND ARBITRATION s,
—HRASRE
@ﬁ}iﬂ?&iiﬁnﬂ&:ﬂtﬁwﬂiﬁ ] == ama \
B9 www.netcour. gov.cr
ReEwn e L} Lo Ll S w L L \.

SHUEEEREER. EERE

60%

£ PR A-FISTTERE

o\
o

"ERMAGEn  RERRE R
lick

With the ¢ of the mouse in Hangzhou, the world is connected
see
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Individual Bank Account Loss Insurance - CPIC -

Coverage: bank account loss caused by

fraud, embezzlement, copy
Forced to disclose the account number and password
Account replacement fee can be covered as an extension.

Exclusions:

Failure to use the safety protection tools

Failure to change the password and notify the bank to block or suspend account after the
insured finds the leakage of account information or loss of phones which receive the
password.

Loss happened 72 hours earlier than the bank account is blocked or suspended.
Account manager’'s own system failure

Interests

Consequential loss PTAKF RS IRERIE




Individual Bank Account Safety Insurance - CPIC -~

 Insured accounts:
- Normal bank accounts (debit & credit)
- Mobile bank account
- Online bank account
- Telephone bank account
- Wechat / Alipay bank account
- Third party payment accounts

« Limit of Liability: RMB30,000 — 880,000

« Basic rate / premium: 0.16% / RMB48 — 1,408

« Minimum charge: RMB5



Cyber Virtual Property Insurance - PICC -~

Insured property: account, equipment, tools, game coin of game players

Insured peril: theft or hacking

Co-developed by PICC and China Online Game Service Alliance

Distributed purely at online platforms

One-key apply and one-key claims




Mobile Payment Protection Insurance
— Baidu & ZhongAn

« First product for mobile payment
protection, launched in 2014

 Insured peril: financial loss due to
malicious deduction or loss of
password caused by mobile virus

« Limit of Liability: maximum
RMB3,000 per loss & RMB100,000 T
annual aggregate ERAEENSDHNY

®a
6 PEARRTT
(E3) »ar e

« Premium paid by Baidu only



Commercial Cyber Insurance in China ~

« Third Party Coverage: « Major players: AIG, Allianz, Zurich,
- Network security liability Ping An
- Privacy liability
« Very few buyers such as online

- First Party Coverage: platforms, financial institutions,

. . international manufacturers
- Business Interruption

- Crisis Management / Remediation
_ Network Extortion « Not aware of any big cyber insurance
payment

- Regulatory Defense
- Digital Asset loss




Key concerns for insurers

Quantifying the risk

Lack of historical loss data

Keeping up with technology change & best practices

Increased dependence on Cloud providers

Aggregation & Correlation




Key concerns for Reinsurers -~

* Reinsurers are concerned with the same issues that worry primary insurers
« Aggregation

- Potential clash exposure / contagion

- Cloud exposure

- Difficult to diversify within a primary portfolio & book of business

Reinsurers usually supporting standalone Cyber QS treaties in China

- Soft market conditions

Pricing adequacy especially for non-proportional reinsurance

Extreme competition in excess layers

Abundance of capacity

Broadening of terms and conditions
« Underwriting
- Keeping up with ever-changing technology
- 1st Party Coverage
e 31 party underwriter underwrites 15t party exposure



Market Prospect and Strategy in China -~

« Growing awareness of cyber risk contributes to insurance solutions.

« Improving cyber security laws and regulations

« Personal information protection needs to be improved.

« Judicial support shall be strengthened based on the civil liability.

« Cyber risk management resources need to be integrated with insurance solutions.

« Tailor-made cyber insurance products



Reference reading

Frank (Min) Wang, LLM, CPCU, RPLU, ARe # GenRe
\./ InsurTach | Cyber | Casualty | Financial | Reinsurance | Speaker ﬁ USC Gould School of Law
Gen Re Pudongxin District, Shanghai, China 5] See contactinfo
®

Add profile section More... & See connections (500+)

CASUALTY MATTERS®

Cyber Insurance Ready for Take-Off Content

s % China and the Global Cyber

In C h ina Insurance Market 2

by Frank Wang, Gen Re, Shanghai Shislenges st SesniEnRetes:
Underwriting Cyber Risk 4

The WannaCry ransomware worm that hit organisations in
150 countries around the world took awareness of cyber risk
to a new level in 2017. In China, where computers at nearly
30,000 institutions were infected by the deadly virus, the

attack served as a loud wake-up call.
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Q&A
frank.wang@genre.com

Visit genre.com for more info.
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