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CEQ Brief is a report highlighting key current issues the insurance industry faces.

I Improving Digital Insurance Services: A Consumer
Perspective

ABSTRACT

To enhance consumer satisfaction and trust in digital insurance services,
insurers should improve the usefulness, convenience, design, and
reliability of apps. They should also analyze user experiences and develop
strategies to encourage more frequent usage. Insurers need a more
robust consent process for data collection and use. Lastly, consumers
should be better informed about the specific benefits of insurers’ use of
healthcare data and the strict standards governing its handling.

1. Background

Consumer attitudes and assessments of digital services, data collection practices, and the
use of personal data are crucial to the innovation and business expansion of the
insurance industry. For insurers to analyze data, they must obtain consent from
consumers or institutions that hold the data. Accordingly, trust in insurers’ data collection
and processing is critical not only for enabling data analysis and service development but

also for fostering consumer engagement and overall trust in the industry.

The 2024 Insurance Consumer Behavior Survey, which examined the use of digital
services (financial and non-financial), evaluations of the data consent process, and

attitudes toward the use of healthcare data by insurers, highlighted the following.

First, digital insurance services showed lower user rates, usage frequency, and

satisfaction levels compared to those in other financial sectors. Second, negative
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attitudes toward personalized digital healthcare services mainly originated from

concerns about data misuse beyond service delivery and doubts about insurers’ ability
to manage sensitive information. Third, trust in insurers as data collectors and
processors was lower than in banks and similar to that in credit card and securities
companies. Insurers and securities firms also received the lowest ratings for clarity in
data collection explanations, ease of withdrawing consent, and partial consent options.
Lastly, an online experiment found that detailed information on insurers’ use of

healthcare data can improve consumer attitudes.

2. Areas for Improvement

Insurers should leverage digital insurance services to drive innovation and expand their
business scope. As online transactions become common and demand for digital
services continues to grow, the convenience and reliability of apps are indispensable for
new businesses. Meanwhile, the survey results indicate a correlation between the
reliability and satisfaction of digital services and the level of trust in insurers as personal

data handlers, highlighting the importance of trust and satisfaction in digital services.

To strengthen consumer satisfaction and trust in digital insurance services, we
recommend the following improvements. First, insurers should enhance the
usefulness, convenience, design, and reliability of insurance apps to build consumer
satisfaction and trust. Second, they should analyze user experiences and promote
more frequent use, enabling timely feedback and continuous service improvement
through sustained engagement with consumers. Third, insurers need to advance the
consent process for data collection and use to bolster consumer trust in insurers as
responsible data stewards. Fourth, insurers should communicate the benefits of
using personal health data and the strict standards that govern its use, thereby

improving consumer perceptions.
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(Table 1) Areas for Improvement in Digital Insurance Services

Areas for Improvements Expected Outcomes

Improving
Satisfaction with
Insurance Apps

Enhancing usefulness, convenience,
design, and reliability

Building trust in data collection
and use by insurers

Increasing
Insurance App
Usage Frequency

Boosting usage by offering risk
management-related information
(e.g. health, safe driving, etc.)
Providing credits applicable to
healthcare services, premium
discounts, etc.

Fostering trust through
increased usage

Providing meaningful
information to enhance
usefulness

Improving risk management

Enhancing Trust
in Insurers as
Data Handlers

Providing clear and transparent
explanations of data collection and
use

Improving the ease of withdrawing
consent

Enhancing accessibility of partial
consent options for personal data
Raising awareness of the benefits
of using healthcare data and the
strict protocols governing its
handling

Improving trust in insurers’ role
as data stewards

Promoting the use of
non-traditional insurance
services (e.g. healthcare)
Providing new insurance
services based on healthcare
data

Reducing the protection gap

Source: Byun, Oh, and Son (2025), 2024 Insurance Consumer Behavior Study: Digital Financial Services
and Personal Information, Research Report 2025-03, KIRI
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