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CEQ Brief is a report highlighting key current issues the insurance industry faces.

Large—Scale Personal Data Breaches and Challenges
for the Insurance Industry

ABSTRACT

The large—scale personal data breach at Coupang in November 2025
was a cyber incident that underscored how cybersecurity failures at Big
Tech and digital platform companies with dominant market power can
disrupt financial markets, the real economy, and broader social systems.
Although the global cyber insurance market—driven largely by the United
States—has expanded in response to the rise in cyberattacks and
systemic losses, growth in Korea’'s cyber insurance market has been
comparatively slow. Effective management of systemic cyber risk will
therefore require coordinated efforts from firms, the insurance industry,
and the government.

1. Summary of the Large—Scale Personal Data Breach Incident

In November 2025, Coupang suffered a major personal data breach that exposed
roughly 33.7 million user accounts—-essentially its entire customer base-to
unauthorized access. The compromised information included names, contact
details, addresses, and purchase histories, many of which relate directly to
consumers’ daily routines. Fears of secondary misuse led to a notable decline in
number of customers, creating losses for small businesses that rely heavily on
Coupang as a sales channel. This situation also poses potential risks for the

broader national economy.

n L]
]( I I Korea Insurance
Research Institute



® CEO Brief

Coupang’s data breach represents a new type of systemic cyber risk in which

cybersecurity failures at firms with significant market power (whether monopolistic
or oligopolistic) can trigger widespread second- and third-order effects. In highly
concentrated digital platform markets, a breach at a major Big Tech firm can expose
the personal information of a large share of the population. Because such incidents
can disrupt not only individual companies or sectors but also financial markets, the

real economy, and society as a whole, they exhibit clearly systemic characteristics.

2. Emerging Need for the Cyber Insurance Market

Increasing cyberattacks and rising systemic losses have driven rapid growth in the
global cyber insurance market, particularly in the United States. Before the
pandemic, the market was widely viewed as highly profitable because claim
frequencies were relatively low compared with the growth in policyholders. In recent
years, however, exposure to cyber risks has grown markedly, accompanied by a
substantial rise in both policyholders and claims. These trends have eroded
profitability and led to rapid increases in premium rates. Although rising exposure to
systemic cyber risk has increased market awareness and encouraged growth on
both the supply and demand of the cyber insurance market, concerns among
insurers have intensified due to accumulation risk and state—backed cyberattacks. In
response, many countries are calling for policy measures to expand cyber insurance
capacity and for stronger public—private partnership programs to manage large—scale
cyber incidents.

In Korea, the cyber insurance market continues to grow slowly. Low levels of
cybersecurity awareness and weak internal policies among firms—who form the
primary customer base for cyber insurance-remain major obstacles to market
development. Corporate management must first recognize the seriousness of cyber

threats and establish more structured governance around cybersecurity. Regulators,

n L]
]( I I Korea Insurance
Research Institute



® CEO Brief

in turn, should supervise whether firms have appropriate cyber-risk management

systems in place and introduce disclosure standards for security investments to

raise cybersecurity across industries.

From firms’ perspective, the relatively small scale of compensation typically paid to
customers after data breaches also reduces the incentive to purchase cyber
insurance. Although the maximum administrative fine under the Personal
Information Protection Act was raised to 3% of annual revenue this year, actual civil
liability paid to affected individuals remains limited. As a result, civil compensation

risk remains low, weakening the motivation for firms to seek insurance coverage.

3. Future Directions

To effectively respond to large—scale personal data breaches, cyberattacks targeting
national infrastructure, ransomware-induced system paralysis, and other forms of
systemic cyber risk, coordinated efforts by firms, the insurance market, and the
government are essential. Insurers, in particular, must strengthen their identity as
comprehensive cyber-risk management providers and enhance their capabilities—not
only in underwriting but also in loss prevention and cyber claims assessment.
Because cyber risks can spread across networks and generate secondary and
tertiary losses, the scale of damage can grow over time-unlike risks typically
covered in traditional insurance. This means that the consequences of a cyber

incident are far more uncertain and potentially much larger.

Accordingly, insurers must move beyond the traditional role of simply providing
compensation after an incident. They should build proactive risk-management
capacity—for example, by hiring cybersecurity specialists, partnering with
cybersecurity firms, or establishing risk-management consortia. Such efforts can
improve clients’ security posture, reduce the likelihood of incidents, and limit the

scale of damage when breaches occur. In addition, robust cyber—claims assessment
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capabilities—such as the ability to detect attacks quickly, assess the scope of

damage, and support firms in meeting breach—notification requirements—are now

indispensable.

Active policy support from the public sector is also required to balance supply and
demand in the cyber insurance market and to establish the foundations for stable
long—term growth. First, alongside higher administrative fines, the scale of civil
liability for affected customers must be expanded substantially. Stronger financial
conseguences will make it clear to firms that failures in cyber-risk management can
seriously undermine their financial soundness and corporate value. In short, stronger
penalties are needed to correct the prevailing complacency toward personal data

protection.

In addition, given that state—backed cyberattacks (or cyber terrorism) are typically
excluded from insurance coverage, there may be a need for a national reinsurance
mechanism or a public—private insurance program. The U.S. Treasury has incorporated
cyber liability coverage into the existing Terrorism Risk Insurance Program (TRIP), and
the U.K. government has expanded its public reinsurance scheme (Pool Re) to include
property damage and business interruption losses arising from cyber terrorism. (See
Song Yoon-ah and Hong Bo-bae, 2021, Government Participation in Cyber Insurance

Markets in Major Countries, KIRI Issue Report.)

Lastly, financial regulators should formally classify cyber risk as a systemic risk and
develop stress—testing models that require not only financial institutions and
insurers—but also Big Tech companies and major digital platforms-to assess

potential financial losses stemming from a systemic cyber incident.
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