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CEQ Brief is a report highlighting key current issues the insurance industry faces.

I Al Hallucinations and the Insurance Industry

ABSTRACT

Artificial intelligence has become essential to corporate management
and national competitiveness, yet the structural limits of generative Al
create new risks—such as hallucinations, bias, and infringement. These
failures have led to legal disputes, including fabricated case citations,
prompting insurers to introduce exclusion clauses in response to rising
loss ratios. At the same time, Al risk represents a new growth frontier
beyond cyber insurance, with Deloitte projecting the Al insurance
market to reach USD 4.8 billion by 2032.

1. The Advent of the Al Era

Artificial intelligence is fundamentally reshaping production processes across
industries, accelerating a broad socio—economic paradigm shift through intelligent
automation and data—driven decision—making. According to Bain & Company, around
95% of U.S. firms already use generative Al in their operations, while a McKinsey
survey finds that 79% of companies have adopted it. In this sense, Al adoption has
moved beyond a matter of technological uptake and has become a core determinant

of corporate performance and national competitiveness.

2. Key Risks of Artificial Intelligence: Hallucination, Bias, and Infringement

Artificial intelligence has greatly improved efficiency and convenience across

industries, the broader economy, and daily life, but it has also introduced new risks,
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including hallucination, bias, and infringement. Al-related failures have already
triggered legal and social disputes, such as fabricated court citations, copyright
infringement, and incidents involving medical Al chatbots, alongside errors by airline
chatbots, medical misdiagnoses, algorithmic discrimination, industrial robot

malfunctions, and deepfake—enabled cybercrime.

When Al outputs are used without adequate verification, firms face a heightened
risk of legal disputes, contributing to rising loss ratios in liability insurance. These
risks reflect structural limitations of Al systems—such as imbalanced training data,
probabilistic language generation, and opaque “black box” decision—-making—which

make errors difficult to anticipate and trace.

In response, professional fields such as medicine and law increasingly treat Al as a
decision—support tool and impose strict verification duties on human users. Under
the “last mile” principle, professionals who rely on Al without sufficient review tend
to bear primary responsibility, while developers and operators may also face product
liability or negligence claims when design flaws or data bias are the root cause.
Broad liability disclaimers, however, offer limited protection in cases involving

serious harm or threats to human life.

3. Impact on the Insurance Industry and Policy Responses

The unverified use of Al-generated outputs has worsened loss ratios in liability
insurance. In response, major insurers—including AlG-have introduced Al-related
exclusion clauses. The indiscriminate adoption of Al may adversely affect loss
experience across multiple liability lines, including cyber insurance, professional
liability (malpractice and E&QO), directors’ and officers’ liability (D&O), and
commercial general liability. Accordingly, the U.S. Insurance Services Office has
developed a Generative Al Exclusion, with insurers such as Great American

Insurance preparing similar endorsements.
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At the same time, Al presents new growth opportunities for the insurance industry.
A survey across the six largest insurance markets shows that over 90% of firms are
interested Iin Al-related insurance, with particularly strong demand in digitally
mature markets such as the United States and China (Geneva Association, 2025).
Deloitte (2025) projects that the Al insurance market will grow at an annual rate of
around 80%, reaching USD 4.8 billion by 2032.

Al-related risks share similarities with cyber risk, including systemic loss potential,
information asymmetry, rapid technological change, and coverage focused on
intangible assets. However, unlike cyber insurance, which primarily covers external
attacks, Al insurance addresses losses arising from internal failures such as model

defects or hallucinations, amid the absence of standardized risk metrics.

While insurance products explicitly covering Al risks remain at an early stage,
insurers are developing both extensions of existing policies and standalone
products. Munich Re offers the aiSure solution for Al providers and users, while
Relm Insurance provides specialized coverage for Al-related liability, first-party

losses, and gaps addressed through difference—in—conditions policies
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