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8) Y= -77HE Hoo] gt AFEYE olsd E FHJo] It HE(Health Insurance
Portability and Accountability Act of 1996)- 28712 174 FFAHE H3o st
8412 AWSPH(Gramm-Leach-Bliley Act of 1999)-13A] gt o}g-2] 22191 749l
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Act of 1998) -
9) BAIAAS] A FAROFS] diRt ¥ FFZ Lt FARAYH(Communications
Assistance for Law Enforcement Act of 1994) 5
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Incident Reporting for Critical Infrastructure Act of 2022) 5-

11) Jeff Kosseff, “Defining Cybersecurity Law’, Tlowa Law Review;, Vol. 103, 2018,
p. 988.

12) Jeff Kosseff, “Upgrading Cybersecurity Law’, "Houston Law Review;, Vol. 61,
2023, p. 51.

13) Scott G. Johnson, ‘“What Constitutes Physical Loss or Damage in a Property
Insurance Policy?”, "Tort Trial & Insurance Practice Law Journaly, Vol. 54(1),
2019, p. 99.
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16) Daniel A. Lyons, “States and Systemic Risk: An Analysis of the Dodd-Frank
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18) Andrew M. Cuomo, Governor of New York, “Governor Cuomo Announces
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Release, 2017.2.16.
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21) Amy R. Willis, “Business Insurance: First-Party Commercial Property Insurance
and the Physical Damage Requirement in a Computer-Dominated World",
TFlorida State University Law Reviews, Vol. 37(4), 2010, p. 1004.

22) Tom Baker'Kyle D. Logue, “Strengthening Cybersecurity with Cyberinsurance
Markets and Better Risk Assessment”, "TMinnesota Law Review,, Vol. 102, 2017,
p. 276.

23) Aggeliki Tsohou et al., op. cit., p. 737.
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25) Aggeliki Tsohou et al., op. cit., p. 744.

26) Gareth Mott et al., “Between a rock and a hard(ening) place: Cyber insurance
in the ransomware era’, "Computers & Security;, Vol. 128, 2023, p. 7.

27) Burns & Wilcox, “Cyber Insurance Outlook: Emerging Risks, Underwriting
Trends, and Strategic Insights”, 2025.9.25.
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29) Ward General Insurance Services, Inc. v. Employers Fire Insurance Co., 114
Cal. App. 4th 548 (Cal. Ct. App. 2003)('Ward General AF’), America Online,
Inc. v. St. Paul Mercury Insurance Co., 347 F.3d 89 (4th Cir. 2003)('America
Online AFA’), American Guarantee and Liability Insurance Co. v. Ingram
Micro, Inc., 2000 WL 726789 (D. Ariz. 2000)('Ingram Micro AFA’), National Ink
and Stitch, LLC v. State Auto Property and Casualty Insurance Co., 435 F.
Supp. 3d 679 (D. Md. 2020)('National Ink AF1), EMOI Services, LLC v.
Owners Insurance Co., 170 Ohio St. 3d 78, 2022-Ohio-4649 (Ohio
2022)(EMOI Services AFA’), Merck & Co., Inc. v. ACE American Insurance
Co., No. A-1879-21 (N.J. Super. Ct. App. Div. 2023)(‘Merck AFA’), Travelers
Property Casualty Co. of America v. International Control Services, Inc., No.
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2:22-cv-02145 (C.D. 1ll. 2022)(‘Travelers AFA’), Mondelez International, Inc. v.
Zurich American Insurance Co., No. 2018L011008 (Ill. Cir. Ct. 2018)('Mondelez
A2D),

30) Omri Ben-Shahar-Kyle D. Logue, “Outsourcing Regulation: How Insurance
Reduces Moral Hazard”, "™Michigan Law Reviewy, Vol. 111, 2012, pp 205-206.

31) Ibid, p. 207.

32) Ibid, p. 234.
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38) At a time when computer technology dominates our professional as well as
personal lives, the Court must side with Ingram’s broader definition of
“physical damage”. The Court finds that “physical damage” is not restricted to
the physical destruction or harm of computer circuitry, but includes loss of
access, loss of use and loss of functionality.
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Abstract

In the Ward General and America Online cases, courts held that electronic
data loss and software malfunction do not constitute direct physical loss or
damage under commercial property insurance or property damage to tangible
property under commercial general liability insurance. In the Ingram Micro
and National Ink cases, courts recognized the concept of functional loss.
However, in the EMQI Services case, the court limited coverage to physical
destruction or alteration. In the Merck case, the court held that traditional war
exclusion clauses could not be applied to cyberattacks. In the Travelers case,
the court approved the rescission of a cyber insurance policy based on
misrepresentations regarding cybersecurity controls.

As digital transformation accelerates, Korea should reform its cyber risk
insurance framework by recognizing the concept of functional loss, limiting
broad war exclusion clauses for cyberattacks, encouraging cybersecurity
investment through insurance law, and adopting a phased regulatory

approach.

% Key words: cyber risk, commercial property insurance, commercial
general liability insurance, direct physical loss or damage,
tangible property, property damage, functional loss, war
exclusion clause, ransomware, underwriting, indirect

regulation



