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CEO Brief is a report highlighting key current issues the insurance industry faces.

Recent Cybersecurity Incidents at Financial Institutions:
Implications for the Insurance Industry

ABSTRACT

Recent cybersecurity incidents in Korea's financial sector have frequently
involved external attackers exploiting vulnerabilities in financial institutions’
internet—facing systems and third—party connections. As Al increasingly changes
the cybersecurity threat landscape, the insurers are pursuing Al transformation
(AX) across their value chain, potentially increasing their reliance on third—party
services and shared infrastructure. These developments may heighten third—party
risk and concentration risk arising from shared infrastructure. The insurance
industry therefore needs to extend its risk management beyond individual
insurers’ security controls to address sector-wide common dependencies and
maintain critical insurance services during cyber incidents.

1. Key Issues in Recent Cybersecurity Incidents at Financial Institutions

Recent cybersecurity incidents in Korea's financial sector exhibit different characteristics
from traditional incidents in terms of (i) the perpetrators, (i) the methods of intrusion, and
(iii) the speed and scope of their impact across financial institutions. Traditional incidents
have typically involved the misuse of legitimate access privileges by insiders and affiliated
personnel, including outsourced staff, temporary workers, and individuals involved in
insurance solicitation. Such incidents continue to occur. By contrast, recent incidents have
involved external attackers, including financially motivated criminal groups, exploiting

poorly protected internet—facing systems or authentication weaknesses in VPNs, payment
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servers, inquiry services, and similar systems. Such incidents may affect multiple

institutions within a short period.

Recent external intrusions have followed two main routes: internet—facing systems and
third—party connection points. Examples include an unpatched payment server at Lotte
Card and remote—access VPN equipment at SGI Seoul Guarantee Insurance, illustrating
vulnerabilities in internet-facing systems and access controls; the latter include a
simplified inquiry service for loan solicitors at Shinhan Bank, administrator accounts leaked
from an IT vendor providing sales support to 14 general agencies (GAs), and merchant
integration keys at Toss Payments. Cybersecurity incidents in the financial sector now
arise not only from insiders’ abuse of access privileges but also from external intrusions

through internet-facing systems and third—party connection points.

(Table 1) Changes in Types of Cybersecurity Incidents in the Financial Sector

Category Traditional Patterns (2011-Present) Recent Patterns

Primarily insiders, including
outsourced or dispatched personnel

Perpetrators and insurance solicitors and affiliated Primarily external attackers
personnel
Customer information accessed Exploitation of unpatched
through legitimate business privileges vulnerabilities and authentication
Access methods and exfiltrated via USB drives, weaknesses at poorly managed
printouts, screenshots, handwritten exposed endpoints, including VPN,
notes, and similar means payment servers, and inquiry services

Incidents proceed quietly within a

. R Incidents occur simultaneousl!
Speed and scope | single institution over months or y

across multiple institutions within a

of impact years and remain gndeteoted for short period
long periods
Citibank and Standard Chartered 14 GAs (2025); SGI Seoul
Bank Korea (2013); KB Kookmin Guarantee Insurance (2025); Lotte
Representative Card, Lotte Card, and NH Card (2025); Coam Payments and
cases Nonghyup Card (2014); Woori Card | Toss Payments (2026); a series of
(2022-2024); Shinhan Card cyberattacks affecting 16 financial
(2022-2025) firms (2026)

Source: Compiled from news reports on the respective incidents.
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At the same time, a series of incidents at e~commerce and payment platforms,
alongside incidents in the traditional financial sector, has raised concerns that
financial information and lifestyle data leaked from different sources could be
combined and exploited in personalized phishing or social engineering attacks.
Security incidents at e-commerce and payment platforms have exposed information
beyond financial transaction data, including building entrance codes, purchase
histories, and addresses of family members and acquaintances. No cases of misuse
involving the combination of data leaked from different sources have been officially
confirmed. However, the accumulation and combination of leaked information could
enable more sophisticated, targeted social engineering attacks through phone calls,

text messages, social media, and email.

2. Challenges for the Insurance Industry

One key lesson from recent financial-sector cybersecurity incidents is that incidents
may begin not only in core financial transaction systems but also in peripheral systems
that handle sensitive information. Connections with insurance general agencies (GAs),
loss adjusters, call centers, and IT service providers that process customer information
can also become targets of external attacks. Insurers in particular hold large volumes of
sensitive information on health, accidents, and family relationships. If disclosed through

a data breach, such information could be exploited for extortion or targeted fraud.

As the use of Al in cyberattacks becomes increasingly feasible and the insurance
industry pursues Al transformation (AX) across its value chain, these new
characteristics of financial-sector cybersecurity incidents may heighten third—party
risk and concentration risk arising from shared infrastructure. Al reduces the time
and technical expertise required to carry out cyberattacks, making peripheral
systems and external interfaces that were previously less attractive targets more

susceptible to attack.
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Agentic Al, in particular, can automate vulnerability discovery and attack planning,
potentially enabling attackers to target multiple insurers in rapid succession and

increasing the speed and scale of potential attacks.

As the insurance industry’s AX efforts increase the use of external Al models, cloud
services, data partnerships, and APl connections, the number of third—party
connection points that attackers can target will also grow. If multiple insurers or
GAs rely on the same IT service provider, sales—support solution, or cloud service,

an incident at a single provider could simultaneously affect multiple firms.

Measures to address external connection points and third—party risk are also being
introduced in Korea. The Financial Security Institute provides Atlas ASM, an attack
surface management service that continuously identifies externally exposed assets and
vulnerabilities. It also launched an information security council for insurers and GAs in
August 2026, supporting efforts to strengthen third—party security. However, these
measures focus primarily on identifying vulnerabilities in externally exposed assets and
improving third-party security. It is therefore necessary to assess whether the
information gathered through these measures is being used to manage common

dependencies across the insurance sector and the risk of disruption to critical functions.

The insurance industry should therefore extend its cybersecurity risk management
beyond individual insurers’ security controls, including IT asset management and
third—party risk management, to (i) address sector-wide common dependencies and
(i) maintain the continuity of critical insurance services during disruptions. Individual
insurers should extend their oversight of outsourced service providers beyond the
initial contracting stage and map their third-party dependencies, including
subcontractors such as IT vendors providing sales—support services. They should
identify and manage key third parties based on the critical insurance services they
support, the sensitivity of the data they handle, and the availability of substitutes. At
the sector level, information on each insurer’s key third parties should be aggregated to

identify providers on which multiple insurers depend and to manage concentration risk.
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To maintain critical insurance services such as claims intake, claims payments, and
annuity payments during disruptions affecting key third parties, insurers should
define impact tolerances for important business services for each service, assess
recovery time and cost, and establish alternative arrangements. Insurers and key
third parties should also conduct joint disruption scenario exercises to test whether
they can keep customer harm and service interruptions within the defined

tolerances.

Jaehee Son, Research Fellow
jaehee.son@kiri.or.kr
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